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1. [bookmark: _Toc37178800]TSG安装
架构图：
[image: C:\Users\XBT\AppData\Local\Temp\WeChat Files\995e519c43078db7c1a827bb2019bea.png]
[bookmark: _Toc37178801]1.1界面安装
[bookmark: _Toc37178802]1.1.1 参考网址
https://docs.geedge.net/pages/viewpage.action?pageId=2819188
1.1.2 [bookmark: _Toc37178803]安装步骤
1.1.2.1 安装minio（公共主件）
1. 上传minio包。
[image: ]
2. 解压minio包。
[image: ]
3. 添加环境变量。
vim /etc/profile
	export MINIO_ACCESS_KEY="minio"
export MINIO_SECRET_KEY="123456789"


[image: ]
4. 进入minio目录执行启动脚本。
[image: ]
5. 创建桶，并配置读写权限
确认桶名：/home/api-20200108/bifang_init_param.conf文件中
[image: ]
通过ip:9000访问minio界面
[image: ]
登录账号和密码是之前设置的变量
[image: ]
创建桶
[image: ]
[image: ]
添加桶的权限
[image: ]

1.1.2.2 安装 界面
1. 上传最新安装包。
[image: ]
2. 修改配置文件。
[image: ]
[image: ]
	字段
	是否必填
	字段说明

	Minio服务连接参数

	minio_url
	是
	minio IP地址   格式:http://ip:port

	minio_accessKey
	是
	minio 账号

	minio_secretKey
	是
	minio 密码

	minio_bucketName
	是
	minio 桶名

	

	api_kafka_servers
	是
	api  kafka地址和端口 ip:port

	api_kafka_groupid
	否
	api  kafka-groupid 默认为tsg-consumer-cert

	subid_kafka_servers
	是
	映射 IP 服务 kafka地址和端口

	subid_kafka_topic
	否
	映射 IP 服务radius日志的topic 默认为RADIUS-RECORD-LOG

	subid_kafka_groupid
	否
	映射 IP 服务 kafka-groupid 默认为mapping-subid-ip

	yh_data_url_log
	是
	银河api地址  格式：http://ip:port

	api_port
	否
	API接口服务端口，默认为8080

	token_timeout
	否
	token超时时间，空默认为1800秒

	time_zone
	否
	api服务时区设置，空默认为 系统时区
（上海   Asia/Shanghai    东八区）
（巴基斯坦 Asia/Karachi  东五区）
（阿拉木图 Asia/Almaty  东六区）

	consul_ip
	否
	consul IP地址

	consul_port
	否
	consul 端口，默认为8500

	ldap_urls
	否
	LDAP地址  格式：ldap://ip:port

	oam_api_address
	否
	oam_api公共url 格式：http://ip:port/tsgoam

	influx_password
	否
	influxdb 密码，默认为tsg2019

	influx_user
	否
	influxdb 用户名，默认为admin

	influx_url
	否
	influxdb 地址 格式：http://ip:port/

	influx_database
	否
	influxdb 库名，默认为 tsg_stat


3. 执行安装脚本.
[image: ]
安装说明：
[image: C:\Users\XBT\AppData\Local\Temp\WeChat Files\ae1cc54318893609577da4d9653ba95.png]
执行到这时，需要去安装大数据（安装完大数据后再来执行接下来的步骤）：
[image: ]
原因是界面依赖大数据的kafka的程序，没有kafka程序无法启动api。

[bookmark: _Toc37178804]1.1.3 清理解压文件 重新安装
1. 关闭docker镜像，删除docker镜像。
[image: ]
命令
	docker stop $(docker ps -a -q)
docker  rm $(docker ps -a -q)


2. 删除解压文件
[image: ]
Bifang、ceiec、device、docker、mesaoft文件都要删除。
[bookmark: _Toc37178805]1.2 大数据安装
[bookmark: _Toc37178806]1.2.1 参考网址
https://docs.geedge.net/pages/viewpage.action?pageId=6717832
[bookmark: _Toc37178807]1.2.2 安装步骤
注意：安装大数据需要先安装api界面。因为大数据需要界面的mariadb数据库。
1.2.2.1 前提准备
1：关闭Selinux 
   vim /etc/selinux/config 把其中的SELINUX=enforce改成disabled，
   然后执行下   setenforce 0
2：配置本机时区文件
容器时间与主机差8个小时：主机的与容器的/etc/localtime不一致
需要挂载主机的/etc/localtime，如果没有则：
cp /usr/share/zoneinfo/Asia/Shanghai /etc/localtime
需要挂载主机的/etc/timezone，如果没有则新建：
 echo "Asia/Shanghai" > /etc/timezone;
注：Asia/Shanghai 需要根据不同地区来修改
3：不要关闭防火墙，如果关闭请主动开启，请执行 
systemctl restart firewalld.service
systemctl enable firewalld.service


1.2.2.2 配置ssh免密
	ssh-keygen -t rsa      然后三个回车
ssh-copy-id root@另一台主机ip   输入该主机的root账户登录密码


1.2.2.3 安装Ansible
1. 进入到ansible自动安装目录下，执行安装脚本。
[image: ]
2. 安装完成后编辑写ansible的hosts文件
	 vim /etc/ansible/hosts


[image: ]
1.2.2.4 安装 docker
1. 进入自动安装docker的目录中，执行自动安装脚本。
[image: ]
	chmod +x install_docker.sh
  ./setup_docker.sh



1.2.2.5 修改配置文件
在/home/bigdata-auto-deploy/Tsg_Galaxy_v3.0/galaxy_20200110/roles/configs/vars 目录下
[image: ]
1.2.2.6 解压镜像
执行shell脚本安装用到的镜像就自动保存到了本机
[image: ]
	chmod +x ./saveAllImages.sh
./saveAllImages.sh


1.2.2.7 安装大数据
1. 路径：
[image: ]
2. 安装命令
	ansible-playbook tsg.yml


[bookmark: _Toc37178808]1.2.3 大数据的验证
1.2.3.1 Kafka-Manager界面 验证
浏览器输入 ip:9998 进入manager界面。
[image: ]
[image: ]
1.2.3.2 Storm界面 验证
浏览器输入 ip:8080 进入ui界面，看到类似下图即正常。
[image: ]

1.2.3.3 Druid界面 验证
浏览器输入 ip:8089 进入ui界面，看到类似下图即正常。
[image: ]
1.2.3.4 Hbase 验证
浏览器输入  ip:8084 ;看到类似下图即为正确，有两个库分别为
  sub:subscriber_info
  tsg:report_result
[image: ]

[bookmark: _Toc37178809]1.2.3 清理解压文件 重新安装
1. 关闭docker镜像，删除docker镜像。
[image: ]
命令
	docker stop $(docker ps -a -q)
docker  rm $(docker ps -a -q)


2. 删除解压文件
[image: ]
删除tsg3.0-volumes、test。
[bookmark: _Toc37178810]1.3 功能端安装
[bookmark: _Toc37178811]1.3.1 常考网址
https://docs.geedge.net/pages/viewpage.action?pageId=2819194

[bookmark: _Toc37178812]1.3.2 安装步骤
1.3.2.1服务器/PC机 上，sapp_kni*1+tfe*1，双臂接入模式
1、在公钥机上解压缩tsg-scripts-master.zip
2、使用 pc_double_arm_access 作为配置模板
3、cd pc_double_arm_access，修改模板中配置参数并安装
1.  编辑hosts文件，修改pc-as-tun-mode对应IP，应为PC机管理口IP地址
2.  编辑group_vars/all.yml
a.  修改maat_redis_server地址，端口7002
b.  修改dynamic_maat_redis_server地址，和maat_redis_server是一个地址，端口7002
c.  修改log_kafkabrokers地址，格式为”x.x.x.x:9092,x.x.x.x:9092…”
d.  修改log_minio地址
e.  修改internel_interface和external_interface对应网卡名，external为接外网网卡名，internal发接测试wifi网卡名
3. 返回到tsg-scripts-master目录，执行命令开始部署：ansible-playbook –i pc_double_arm_access/ deploy.yml
a. 执行过程全部自动化，如遇问题终止，可检查故障点，修改后，再次执行上条命令，所有已完成的动作都会被记录状态值，状态值未改变安装过程就会自动跳过，无需担心重复安装
b. 安装过程会升级PC机的内核，会重启计算板，如果长时间卡住不动，需检查计算板是否正常重启成功

1.3.3 启动服务
1. 启动sapp
[image: ]
2. 启动certstore
[image: ]
3.启动tfe
[bookmark: _GoBack][image: ]




[bookmark: _Toc37178813]2. TSG安装报错
[bookmark: _Toc37178814]2.1 安装界面报错：
[image: ]
界面安装完以后登录不上：
原因：界面没有安装对，界面没有获取到token信息无法启动。因为界面需要依赖大数据的kafka，所以在只安装了界面的情况下没有安装大数据的话是不行的。
解决：
重新按步骤安装。

[bookmark: _Toc37178815]2.2 日志获取数据库失败。
[image: ]
原因：连接数据库的密码不对。
解决：
在安装大数据的时候，修改配置文件时把数据库密码改了（和界面数据库密码一样）。
[image: ]

[bookmark: _Toc37178816]2.3 在安装open_ports失败。
[image: C:\Users\XBT\AppData\Local\Temp\WeChat Files\8b406847794df5f7eb99243ebfb4079.png]
原因：服务器防火墙没有开启。
解决：
开启服务器防火墙后再安装。

[bookmark: _Toc37178817]2.4 kafka起不来
[image: ]
原因：时区不对。
确认问题：
执行docker-compose up –d（启动命令）
[image: C:\Users\XBT\AppData\Local\Temp\WeChat Files\fa44294fdd5680f82e3bb76829034c9.png]
解决：
同步时区。
[image: C:\Users\XBT\AppData\Local\Temp\WeChat Files\e8620b1fdaf70706e61ef34d21ea1a0.png]

[bookmark: _Toc37178818]2.5 docker乱了。
[image: ]
原因：因该是前面没有该时区的原因。
解决：
重启docker。
	systemctl restart docker


再执行安装脚本就好了。

[bookmark: _Toc37178819]2.6 deuid安装报错
[image: ]原因：有 deuid的docker正运行。
解决：
删除docker镜像，重新安装。
docker命令
	docker stop $(docker ps -a -q)

	docker  rm $(docker ps -a -q)



[bookmark: _Toc37178820]2.7 配置没有生效

原因1：功能端卸载脚本没有卸载干净。导致功能端没有安装全，缺少总控。
解决：把功能端卸载干净，重新安装。
[image: ]
Tsglog为总控日志文件。有tsglog说明总控安装上了。

原因2：mrzcpd没有启动。
[image: ]

原因3：tfe没有启动。
[image: ]

原因4：tsg-env-tun-mode没有启动。
[image: ]

[bookmark: _Toc37178821]2.8 代理配置没有生效日志
原因1：tfe软件卡住了。
解决：
重启tfe软件。
正常的访问返回值是：
[image: ]


[bookmark: _Toc37178822]3． 数据查找方式
[bookmark: _Toc37178823]3.1 功能端
[bookmark: _Toc37178824]3.1.1 功能端插件目录
[image: ]

3.1.2 [bookmark: _Toc37178825]确认配置有没有命中
[image: ]

3.1.3 [bookmark: _Toc37178826]确认有没有流量
[image: ]
[image: ]

3.1.4 [bookmark: _Toc37178827]确认界面的配置是否下发到redis7002中
[image: ]
通过redis desktop manager查看redis7002中的数据。

3.2 清理解压文件 重新安装
执行卸载脚本
[image: ]
需要查看tsg_master有没有卸载成功。
[image: ]


3.3 [bookmark: _Toc37178828]大数据
[bookmark: _Toc37178829]3.2.1参考网址
https://docs.geedge.net/pages/viewpage.action?pageId=8032949
3.3.2 [bookmark: _Toc37178830]流程图
[image: C:\Users\XBT\AppData\Local\Temp\1586256725(1).jpg]
3.3.3 [bookmark: _Toc37178831]网关日志查询操作
浏览器输入 http://192.168.40.186:9999/?query=查询语句
查询语句：
	select * from *** where common_recv_time >= UNIX_TIMESTAMP('2019-11-01 00:00:00') and common_recv_time< UNIX_TIMESTAMP('2019-12-01 00:00:00') order by common_recv_time desc limit 1


[image: ]
3.3.4 [bookmark: _Toc37178832]kafka查询日志操作
进入dockers的kafka镜像中通过脚本进行，目录/opt/kafka_2.11-1.0.0/bin，执行命令
	./kafka-console-consumer.sh --bootstrap-server ip:9092 --topic ***


[image: ]
这是实时日志，只有在下了配置访问后。访问页面才后有。

[bookmark: _Toc37178833]3.2.5 Clickhouse查询日志操作
登录Clickhouse服务器，在命令行执行如下命令进入clickhouse
	clickhouse-client -h 127.0.0.1 --port 9001 -m -u *** --password ***


密码：ceiec2019
用户：default
	show databases;


[image: ]
进入tsg_galaxy_v3库。
查看对应的表。（都是数据库命令）。
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MinioStanAlone.zip
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done
export MINIO_ACCESS KE
Export MINIO_SECRET KE
unset i

unset -f pathmunge

minio”
123456789"
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[root@localhost MinioStanAlonel# ls —
create bucket.sh DATAL drop_cache.sh mc minio minio_dm.sh minio.log minio_stop.sh register_service.sh remove_data.sh
[rootelocalhost MinioStanAlonel# ./minio_start.shll
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api-Kafka configuration-
#--kafka utl ip:port
api_kafka_servers=192.168.40.169: 722
#groupid
api_kafka_groupid=tsg-consumer-cert-test

# subid-Kafka-
subid_kafka_servers=192.168.40.169: 9077
subid_kafka_topic=RADIUS-RECORD-LOG

subid_kafka_groupid=mapping-subid-ip

" Minio service connection parameters-
#(Not
#----minio_urli=:http://ip:port
minio_url=http://192. 1
minio_accesskey-ninio

#
please manually check whether the Minio bucket has been created and has read-write permission)

Galaxy APT address-(http://ip:port)-
999
token Timeout time(default 1800s)-

influx_password=tsg2019
influx_user=adnin
influx_url=http://192.168.40.16
influx_database=tsq_stat

i
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Bucket Policy (proxybucket)

Prefix

Read and Write

Read and Write

Remove
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Ly CCRTREMINSE apTete
bifang init param.conf
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api-Kafka configuration-
#--kafka utl ip:port
api_kafka_servers=192.
#groupid
api_kafka_groupid=tsg-consumer-cert-test

40.169: 077

subid-Kafka-

subid_kafka_servers=192.168.49.169: 022

subid_kafka_topic=RADIUS-RECORD-LOG

subid_kafka_groupid-napping-subid-ip
Minio service connection parameters-

: please manually check whether the Minio bucket has been created and has read-write pen

minio_url#&=:http://ip:port

minio_url-http://192.168.40.168: 5000

minio_accessKey=minio

minio_secretkey=123155709
minio_buckethane=proxybucket

Galaxy APT address-(http://ip:port)-
999
token Timeout time(default 1800s)-

~consul address.

consul_ip=192. 1
consul_port=3500
’

influx_passwo
influx_user=adnin
influx_url=http://192.
influx_database=tsg_stat
’
Bam_api_address=http://192.

~-influxdb address-

0AM address-- (http://ip:port/tsgoan) -
40.210: 077/ tsgoam
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./bifang_init.sh |
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[rootlocalhost tsgl# ./bifang init en.sh
“operation list-

1. Install and deploy AP service

2. Adjust UT APT access address

3. Update APT service

-Handling of comon problems-

a. Delete docker inage file (there are image files of < none =)
b. Network disable docker inage installation exception (IPv4 forwarding is disabled. Networking will not work.)

c. docker port occupation error
d. One click deletion (delete the extracted docker, Bifang directory and docker image file)
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[2020-64-62 16:49:31] Check whether API service starts successfully. . .
user ogin, token
[2020-04-02 16:50:36] API service token acquisition failed

(Note: if the APT service starts slowly, it will fail to get the token. You can get it again) Please confim whether to
yn: y
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[root@localhost homel# docker ps

CONTATNER D HAGE

NAVES

s3seladecl7a mapping-subid-ip:1.0
pedantic_thonpson

7eaec614260 syncconfigtoredis:
syncconfigtoredis

d8se76624b9T
‘tender_heisenberg

7f2beatb3afa
bifang-api

3023bcSdaeae
syn-redis

495346648282
ui-redis

2e9dcfoaze2? mariadb:10.2.26

mariadb-bifang

0

comano
“java -jar mapping-s..
“java -jar syncConfi.
“nginx -g *daemon of..
“java -jar bifang-ap..
“docker-entrypoint.s..
“docker-entrypoint.s..

“docker-entrypoint.s..

CREATED

28 hours
28 hours
28 hours
28 hours
28 hours
28 hours

28 hours

g0
g0
g0
g0
g0
g0

ago

STATUS

Restarting (1) 49 seconds ago
Up 28 hours
Up 28 hours
Up 27 hours
Up 28 hours
Up 28 hours

Up 28 hours

0.0.0.0:9998->9998/ tcp
0.0.0.0:80-80/tcp
0.0.0.0:8080->8080/ tcp
6379/tcp. 0.0.0.0:7002->7002.'
6379/tcp. 0.0.0.0:7001->7001,

0.0.0.0:3306->3306/tcp
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[rootelocalhost homel# 1s
api-20200108 api-20200108. tar. gz | bifang ceiec device docker mesasoft | MinioStanAlone MinioStanAlone.zip

[root@localhost homel#
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[rooteserver-169 install ansible]# pwd
/home/bigdata-auto-deploy/install_ansible
[rooteserver-169 install_ansiblel? 1s
ansible epel install_ansible.sh
[root@server-169 install_ansiblel# [|
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# Here's another example of host ra
# leading 0s:

## db-199:101]-node. example. con
[tsq]
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[root@server-169 install_docker]# pwd
/home/bigdata-auto-deploy/install_docker
[rootaserver-169 install_dockerl# ls

daenon. json docker-18.69.8.tgz docker-compose docker.service jq-linux64 setup_docker.sh xz_docker.sh
[root@server-169 install dockerl# J|
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[root@server-169 binl# pwd
/home/bigdata-auto-deploy/Tsg_Galaxy_v3.6/galaxy_26200110/roles/bin
[root@server-169 binl# 1s

saveAllInages.sh _saveInage.sh
[rooteserver-169 binl# Il
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[rooteserver-169 galaxy 206200110)# pwd
/home/bigdata-auto-deploy/Tsg_Galaxy_v3.0/galaxy_26200110
[root@server-169 galaxy_2020110]# 1s

app.list roles test.ynl tsg.ynl





image25.png
Cluster Name

kafka

Cluster Zookeeper Hosts

192.168.40.169:2181/kafka
Kafka Version
110

@ Enable JMX Polling (Set JMX_PORT env variable before starting kafka server)

JMX Auth Username

JMX Auth Password

[ JMX with SSL

@l Enable Logkafka

@l Poll consumer information (Not recommended for large # of consumers)
@ Filter out inactive consumers

@ Enable Active OffsetCache (Not recommended for large # of consumers)

Display Broker and Topic Size (only works after applying this patch)
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Clusters / kafka / Summary

Cluster Information

Zookeepers 192.168.40.169:2181/kafka

Version 110

Cluster Summary

Topics. 2 Brokers
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Nimbus Summary

Host 4 Port Status Version U
192168 40.169 6627 Offline Not applicable Nof
server-169 6627 Leader 102 1d

Showing 10 2 of 2 entries

Topology Summary
. Num Num Num Replication Ass
Name Owner Status Uptime workers executors tasks count (ME
EXTERNAL-BYTES-TOPN root ACTIVE 1d 1h52m 1 7 7 1 2112

59s
EXTERNAL-PACKETS-TOPN root ACTIVE 1d 1h 52m 1 7 7 1 2112
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< C @ Tz | 192.16840.169:8084

sub: subseriber_info
tsg: report_result.
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[rootgserver-169 homel# 1s
bigdata-auto-deploy bigdata-auto-deploy-master.tar.gz gn  tsg3.0-volumes ziU7Lus2
bigdata-auto-deploy-master ~bigdata-auto-deploy. tar.gz test ZiKYCE39
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[root@localhost ~]J# cd /home/mesasoft/sapp_run/
[rootelocalhost sapp_runl# 1s

conf etc
doc_analyze_iie.log fs2_kni.status log
[root@localhost sapp_runl# ./r2 I

fs2_sysinfo.log plug r3 rulescan_tap sysinfo.log tsgconf tsglog tsg_stat.log
‘tsg_dynamic_maat.status tsq_static_maat.status

2 RESTART.lo sapp tools
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[root@localhost tsgl# cd certstore-base/
[rootelocalhost certstore-basel# pwd
/home/tsg/certstore-base

[rootalocalhost certstore-basel# 1s
cert certstore conf foreign files logs Makefile r2 certstore r3 certstore rulescan tmp tool

[rootelocalhost certstore-basel# ./r2_certstore I
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[root@localhost certstore-basel# systemctl status tfe.service
o tfe.service - Tango Frontend Engine

Toaded (/usr/lib/systend/systen/tfe.service; enabled: vendor preset: disabled)
Jete/systend/systen/tfe.service.d

LUrequire-nrzcpd. conf

active (running) since Tue 2020-64-07 21:50:27 CST; Sémin ago

28206 (tfe)

31.%

Jsysten.slice/tfe.service

28206 /opt/tsg/tfe/bin/tfe

21:50:27 localhost. localdonain tfe[28206]: KNI watchdog module init successfully.
21:50:27 localhost. localdonain tfe[28206]: Tango Frontend Engine initialized, Version: 4.3.0.202001081429550800-92060¢e.
r 67 21:50:27 localhost. localdomain systend[1]: Started Tango Frontend Engine.

[rootelocalhost certstore-basel# [

Apr 67 21:50:27 localhost. localdomain tfe[28206]: Work thread 27 is running...
Apr 67 21:50:27 localhost. localdomain tfe[28206]: Work thread 28 is running...
Apr 67 21:50:27 localhost. localdomain tfe[28206]: Work thread 26 is running...
Apr 67 21:50:27 localhost. localdomain tfe[28206]: Work thread 29 is running...
Apr 67 21:50:27 localhost. localdomain tfe[28206]: Work thread 30 is running. ..
Apr 67 21:50:27 localhost. localdomain tfe[28206]: Work thread 31 is running. ..
Apr 67 21:50:27 localhost. localdomain tfe[28206]: watchdog connecting(retry times: ©) to 192.168.100.1:2476.
o7
o7
o7




image34.png
Tiangou Secure Gateway

[BOT o |




image35.png
- B ARSI _

2020-04-0220:32:07 to 202004

policyid ‘Subscriberld Clientp




image36.png
et Lativ__Tust o 19€ . 208 . 0. 200
#TEEHEA aqll:mmsu?—l
mariadb_port: 3305
#druidiksnamariadb#ig =
mariadb_druid_database: druide3sl
#MariadbiiB EHI B
mariadb_password m
#Mariadb#IEE A 5
mariadb_usernane: root
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[root@server-169 open_portsl# ./open_ports.sh

FirewallD is not running
FirewallD is not running
FirewallD is not running
FirewallD is not running
FirewallD is not running
FirewallD is not running
FirewallD is not running
FirewallD is not running
FirewallD is not running
FirewallD is not running
FirewallD is not running
FirewallD is not running
FirewallD is not running
FirewallD is not running

[rooteserver-169 open_portsl# |
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TASK [commons/kafka : copy Kafka docker-COmpoSe.yL] *XXKFEEEKKKKREERRERXKKRRRERKKXKRRRRERRAKRRLSSS
changed: [192.168.40.169]

TASK [commons/kafka : Start Kafka COMTAINEr] FEFessrrxXRrssssrXXKRRERRERRKRRRRER AR RRERRARRRRSS
fatal: [192.168.40.160]: FAILED! == {"changed": false, "errors": [1, “module_stder reating kafk
a ... \r\M\rueolb[18*, “module_stdout Error starting project unknown cause”}

P T ——

192.168.40.169 ©oil changed=3¢  unreachable=d  fiilod-l  skipped=12  rescued=
o ignored-2

[rooteserver-169 galaxy_20200110]# s
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Lo PR e YU e S P T e AR RSt es
[rooteserver-163 kafkal# docker-compose up -d
Recreating kafka ... - 0"

ERROR: for kafka Cannot start service kafka: OCI runtime create
failed: container_linux.go:345: starting container process caus

rocess_linux.go:430: container init caused \"
mounting \\\"/etc/timezone\\" to rootfs \\\"/data/docker/
overlay2/73f68cfd26c0b3e04e557218dbe045238da6 besbbedsagsacseb fo
cesbocdla/merged\\\" at \\\"/data/docker/overlay2/73f68cfd26c0b3
e04e55F27Bdbe046238dasbebbbedsagsacseb focesbocala/merged etc/ti.
mezone\\\" caused \\\"not a directory\\\"\"": unknown: Are you t
rying to mount a directory onto a file (or vice-versa)? Check if
the specified host path exists and is the expected type

ERROR: for kafka Cannot start service kafka: OCI runtime create
failed: container_linux.go:345: starting container process caus
ed "process_Linux.go:430: container init caused \"rootfs_linux.g
: mounting \\\"/etc/timezone\\" to rootfs \\\"/data/docker/
overlay2/73f68cfd26c0b3e04e557218dbe045238da6 besbbedsagsacseb fo
cesbocdla/merged\\\" at \\\"/data/docker/overlay2/73f68cfd26c0b3
e04e55F27Bdbe046238dasbebbbedsagsacseb focesbocala/merged etc/ti.
mezone\\\" caused \\\"not a directory\\ unknown: Are you t
rying to mount a directory onto a file (or vice-versa)? Check if
the specified host path exists and is the expected type
£70r: Encountered errors while bringing up the project.
[root@server-169 kafkalz
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2: BREAWAX

BEMBSTES NG EHAISEEEN etc/localtime A2
BEHEEENY etc/localtime, HISHEEN:

cp Just/share/zoneinfo/Asia/Shanghai /etc/localtime

BRI eto/timezone, WIESSENIHE:

echo “Asia/Shanghai" > /etc/timezone;

iE: Asia/Shanghai REIRIEFRFEHIERIEN
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TASK [init/create-docker-network : check docker network tsg:if docker network tsg does not exist, it will be Print error:DOn't WOrry!!!] FHerrkksrrrmrkKEREERERERRREE R LR RS
fatal: [192.168.40.169]: FAILED! == {"changed": true, “cnd": “dacker network ls|grep galaxylgrep bridge”, "delta”: "0:00:00.056946", "end": “2020-04-02 16:01:58.040341", “msg": “non-

zero return code”, "rc*: 1, "start”: "2020-64-62 16:01:57.983395", "stderr”: ", "stderr_lines": [], "stdout”: **, "stdout_lines": [1}
...ignoring

BT P ——
A exception occurred during task execution. To see the full traceback, use -vw. The error was: (exit status 1))*)

fatal: [192.168.49.160]: FALLE {"changed": false, "msg": "An unexpected docker error occurred: 500 Server Error: Internal Server Error (\*Failed to Setup IP tables: Unable to er
able SKIP DNAT rule: (iptables failed: iptables --wait -t nat -I DOCKER -i br-bf12617fedc2 -j RETURN: iptables: No chain/target/match by that name.\n (exit status 1))\")"}

BT —
192.168.40.169 : changed=48  unreachable=  Tailed-1  skipped=16 rescued=b ignored=3

[rooteserver-169 galaxy_20200110]# []
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BT I L T T ——

fatal: [192.168.40,160]: FAILED! =» {*changed": false, "msg": “Error removing inage druid:0.16.0 - 409 Client Error: Conflict (\"conflict: unable to remove repository reference \"dru
1:0.16.0\" (must force) - container 2823776d5fS7 is using its referenced image 7ab84c734a3a\")"}

BT —
192.168.40.169 :0k-7) changed=33 unreachable=d  ‘:iled-l  skipped=14 rescued=0 ignored-2
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[root@localhost sapp_runl# pwd
/home/mesasoft/sapp_run

[rootelocalhost sapp_runl# 1s
conf etc fs2_sysinfo.log plug r3 sapp tools ic_maat.status tsq_static_maat.status
doc_analyze iie.log fs2_kni.status log 2 rulescan_tmp sysinfo.log tsgconf [ tsglog tsg_stat.log

Troot@localhost sapp runlz B
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rootelocalhost sapp_runl# systemctl status mrzcpd
e mrzcpd.service - Marsio ZeroCopy Driver Daemon
Loaded: loaded (/usr/lib/systend/systen/mrzcpd. service; enabled: vendor preset: disabled)
Active: active (running) since Mon 2020-64-06 20: CST: SInin ago
Main PID: 9152 (mrzcpd)
Menory: 95.4M
CGroup: /systen.slice/nrzcpd.service
L9152 /opt/mrzcpd/bin/mrzcpd -c /opt/mrzcpd/etc/mrglobal.conf

Apr 06 20:47:09 localhost.localdonain mrzcpd[9152]:

Apr 06 20:47:09 localhost.localdonain mrzcpd[9152]: Virtual Device fake:

Apr 06 20:47:09 localhost.localdonain mrzcpd[9152]:  RX thread count

Apr 06 20:47:09 localhost.localdonain mrzcpd[9152]:  TX thread count

Apr 06 20:47:09 localhost. localdomain mrzcpd[9152]:  Packet deliver ring size

Apr 06 20:47:09 localhost.localdonain mrzcpd[9152]:  Packet deliver buffer size

Apr 06 20:47:09 localhost. localdomain mrzcpd[9152]:

Apr 06 20:47:09 localhost.localdonain systend[1]: Started Marsio ZeroCopy Driver Daemon.

Apr 06 20:47:10 localhost. localdonain mrzcpd[9152]: Keepalive register for thread 39 successfully.
Apr 06 20:47:10 localhost. localdomain mrzcpd[9152]: Dataplane thread 39 is running ...

Trontalacalhact cann runle B
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e tfe.service - Tan

LUrequire-nrzcpd. conf

9413 (tfe)
22.06
Jsysten.slice/tfe.service

L0413 /opt/tsg/tfe/bin/tfe

Apr 06 20:50:27 localhost.localdomain
Apr 06 20:50:27 localhost.localdomain
Apr 06 20:50:27 localhost.localdomain
Apr 06 20:50:27 localhost.localdomain
Apr 06 20:50:27 localhost.localdomain
Apr 06 20:50:27 localhost.localdomain
Apr 06 20:50:27 localhost.localdomain
Apr 06 20:50:27 localhost.localdomain
Apr 06 20:50:27 localhost.localdomain
Apr 06 20:50:27 localhost.localdomain

Lreotelocatnost log)

Toaded (/usr/lib/systend/systen/tfe.service; enabled: vendor preset: disabled)
Jete/systend/systen/tfe.service.d

active (running) since Mon 2020-64-06 20:50:27 CST; S5min ago

Work thread 26 is running.
Work thread 27 is running.
Work thread 24 is running.
Work thread 28 is running.
Work thread 29 is running.
Work thread 30 is running.
Work thread 31 is running.

watchdog connecting(retry times: 0) to 192.168.100.1:2476.
KNI watchdog module init successfully.
: Tango Frontend Engine initialized, Version: 4.3.0.202001081420550800-92060¢e.
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[root@localhost sapp_runl# systemctl status tsg-env-tun-mode.service
e tsg-env-tun-mode.Service - tsg tun mode env init
Loaded: loaded (/usr/1ib/systend/systen/tsg-env-tun-mode.service; enabled: vendor preset: disabled)
Active: active (exited) since Mon 2020-04-66 20:46:56 CST; 1h Smin ago
opt/tsg/env/setup (codeexited, status=0/SUCCESS)
9077 (code=exited, status=0/SUCCESS)

CGroup: /systen.slice/tsg-env-tun-mode.service

Apr 06 20:46:56 localhost.localdonain systend[1]: Starting tsg tun mode env init...
Apr 06 20:46:56 localhost.localdonain setup[9077]: Added VLAN with VID — 100 to IF -:eth
Apr 06 20:46:56 localhost. localdomain setup[9077]: Set flag on device -:ethd.100:- Should be visible in /proc/net/vian/etho.100
Apr 06 20:46:56 localhost. localdomain systend[1]: Started tsg tun mode env init.

[root@localhost sapp_runl# I
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[rooteserver-169 ~1# curl ww.weixin.con

DOCTYPE himl>

1-- Powerd by MESA Lab -->
<head>

<meta charset="utf-8" />meta http-equiv="X-UA-Compatible" conten

<titlesWe've got some trouble | 404 - Resource not found</title

<style type="text/css">html{font-fanily:sans-serif:line-height:1.15; ms-text-size-adjust: 100%; -webkit -text-siz
footer, header, nav, section{display:blockh1{font-size: 2em;margin: .67en 0}figcaption, figure,nain{display:block}Higu
box:height :0; over flow: visible}pre{font -fanily:monospace,monospace; font -size: len}a{background-color: transparent; -we
e.a:hover{outline-width:0}abbrltitle] {border-bottom:none; text-decoration:underline; text-decoration:underline dotte
ont-weight :bolder}code, kbd, samp{font-fanily:monospace, monospace; font -size: len}dfn{font-style: italichnark{backgroun
O%}sub, sup{font-size:75%; Line-height:0;position: relative; vertical-align:baseline}sub{botton: - .25entsup{top: -.5en}2
(Icontrols]) {displa Ying{border-style:none}svg:not  : root) {over flow:hidden}button, input, optgroup. sele
ize:100%: Line-heigh Youtton, input{overflow: visible}button, select{text-transform:none} [type=reset], [t
bkit-appearance:button} [type=button] : : -noz-focus-inner, [type=reset]: : -noz-focus-inner, [type=submit]: : -noz-focus-in
:none;padding: 0} [type=button] : -noz-focusring, [type=reset] : -moz-focusring, [type=submit] : -noz-focusring, button: -moz-
ieldset{border: Ipx solid silver;margin:0 2px:padding:.35em .625en .75em}Hegend{box-sizing:border-box;color:inherit

TE-edge” />meta nane="viewport" conten

Htype=number] :
px}Hltype=search]  : -webkit-search-cancel-button, [type=search] : :-webkit-search-decoration{ -webkit-appearance:none}
ance:button; font: inherit}details,menu{display:block}summary{display: list-iten}canvas{display: inline-block}template
ext-align: center; text-shadow:0 2px 4px rgbal

iset 0 0 100px rgba(0.0,0, .8) ;box-shadow: inset 0 0 100px rgba(0,0,0, .8) :display:table; font-fanily:
y:inherit; font-weight:500; ine-height:1.1;color: inherit; font-size:36pxth1 small{font-size:68%; font-weight:400; line
ne:color:#FFf; font-size: inherit;border-botton:dotted 1px #767670}.lead{color:silver; font-size:21px; line-height:1.4
dth: 100%; height :40px; Left:0;botton:0;color:#a0a0a0; font-size: 14px)<

20px}Hooter{position: fix

found <small>Error 404 </small=</h1><p class="lead">The requested resource
again in the futu p</dive
</body>

</htnl>

[rooteserver-169 ~1#
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‘hone/mesasoft/sapp_run/olug

[rootlocathost plugl
platfom]

-7plug/platforn/q_device plug/g_device plug.inf
/plug/platform/tsq_master/tsq master.inf

protocol]
-7plug/protocol/ssl/ssl.inf
./plug/protocol/http/http.inf
./plug/protocol/dns/dns . inf
./plug/protocol/mail/mail.inf
./plug/protocol/ftp/Ftp. inf

Ibusiness]
/plug/business/kni/kni. inf

/plug/business/fu_ss1/fw_ssl.inf
/plug/business/fu_http_plug/fw_http_plug.inf
/plug/business/fu_dns_plug/fu_dns_plug. inf
/plug/business/fu_mail_plug/fw mail plug.inf
/plug/business/fu_ftp_plug/fu_Ttp_plug.inf
./plug/business/tsg_conn_record/tsg_conn_record. inflrootelocalhost plugl# I




image49.png
[root@localhost tsglogl# pwd
/home/mesasoft/sapp_run/tsglog
[root@localhost tsglogl# 1s
fu_dns plug fw_ftp plug fu http plug fu_mail plug tsglog tsqmaster
[rootalocalhost tsglogl# I
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[root@localhost sapp_runl# pwd
/home/mesasoft/sapp_run

[root@localhost sapp_runl# 1s
conf etc fs2_sysinfo.log plug r3 sapp tools  tsg_dynamic_maat.status tsq_static_maat.status
doc_analyze iie.log fs2_kni.status log 2 rulescan_tmp sysinfo.log tsgconf tsglog tsg_stat.log

[rootelocalhost sapp_runl# tail -f sysinfo.log I
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seesserseesssrsee SYSINTONEANLY --- is same as above! sksesss

RCV-PKT total pkt  total_len ps bps
Polling work ° ° 0 °
Polling_idle 0 0 912007 °
Ethernet 4996 2.681 ° °
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V6 0 0 ° °
T 645 2364 ° °
uoP ° ° ° °
unknown 0 0 0 0
TCPLING  total_link ink/s

TcPoou 180 °

TePCs ° °

TePS2C 0 0

SND-PKT total pkt  total _len ps bps
TCP_RST 16 ° ° °
TCPS/A ° ° ° °
P’ ° ° ° °
SEND-ERR 0 0 0 0
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[root@localhost ~1# cd /root/
[rootelocathost ~1# 1s

- anaconda-ks.cfg initial-setup-ks.cfg redis_dump uninstall_tsg.sh
[rootelocalhost ~1# ./uninstall_tsg.sh
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[root@localhost ~]# rpm -qa |grep tsq master
tsq_master-debug-1.0.1.624b67-1.e17.centos. x86_64
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< C @ F== | 192.168.40.169:9999/2query=select%20*%20from%20security_event log%20where%:

{"status”: 200, "sucoess”  true, “nessage”: “ok”, " statistics”: {"elapsed’:"0. 00", “rows_read”: 0, “result_size”: 0}, "data”: [}
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,"common_address_type”:4, "common_client_ip"

p_request_line": "GET wwm.weixin. con/ HTTP/1.1
_port":37706, "common_server_port":80, "common_l4_protocol”: "IPv4_TCP", "common_direction
8.40.138", "conmon_entrance_id" 0, "common_device_id":0, "http_url":"ww.weixin.con/", "http_host":
ey id" ), "common_action”:48,"common_sub_action”:"deny”}

‘oo wexin. con”, "hittp_user_agent”:“curl/7.29..6" "conmon_pol
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