一、Tsg 2004版本部署大纲
1.1、架构图
[image: ]
1.2、IP地址规划
	界面
	192.168.40.168

	大数据
	192.168.40.169

	功能端（双臂模式）
	192.168.40.138

	测试web server
	192.168.1.140



1.3、2004版本FTP地址（192.168.40.141）
	界面
	/Bifang/安装脚本/2004全量版本安装

	大数据
	/Galaxy/Bigdata-stand-alone/20.04

	功能端
	/Tango/v20.4



1.4、文档地址
	界面
	https://docs.geedge.net/pages/viewpage.action?pageId=2819188

	大数据
	https://docs.geedge.net/pages/viewpage.action?pageId=6717832

	功能端
	https://docs.geedge.net/pages/viewpage.action?pageId=2819194

	TSG大数据查日志流程及方法
	https://docs.geedge.net/pages/viewpage.action?pageId=8032949

	测试用例
	https://docs.geedge.net/pages/viewpage.action?pageId=8028860

	tsg错误记录

	https://docs.geedge.net/pages/viewpage.action?pageId=3473409



二、Tsg 2004版本部署过程
2.1、界面单机部署
2.1.1、Minio准备
· 安装Minio
unzip MinioStanAlone.zip 

· 设置环境变量
将以下变量写入/etc/profile 
export MINIO_ACCESS_KEY="minio"
export MINIO_SECRET_KEY="123456789" 

source /etc/profile

· 修改脚本
修改minio_dmn.sh中的端口为9090
sed -i "s/9000/9090/g" minio_dmn.sh
修改register_service.sh中的9000为9090
sed -i "s/9000/9090/g" register_service.sh
修改register_service.sh中的eth2为业务IP网卡名
sed -i "s/eth2/enp6s0/g" register_service.sh

· 运行脚本并开机启动
./minio_dmn.sh &
echo "cd /home/MinioStanAlone;./minio_dmn.sh &" >> /etc/rc.d/rc.local

· 手动创建桶
http://IP:9090
用户名minio，密码123456789
[image: ]
[image: ][image: ]

2.1.2、界面安装
将docker.zip（docker文件压缩包）、bifang.zip（程序文件压缩包）、bifang_init.sh（api执行脚本文件）、device.zip（mariadb、redis组件压缩包）、bifang_init_param.conf（参数配置文件）放同一目录下
· 修改配置文件bifang_init_param.conf
需修改项
api_kafka_servers=192.168.40.169:9092
subid_kafka_servers=192.168.40.169:9092
minio_url=http://192.168.40.168:9090
minio_accessKey=minio
minio_secretKey=123456789
yh_data_url_log=http://192.168.40.169:9999

· 执行安装脚本
./bifang_init.sh 
[image: ]

2.1.3、界面部署验证
· API服务部署后，浏览器访问 http://ip:port/swagger-ui.html#/ 页面，验证API接口服务是否启动成功
[image: ]
· 浏览器访问 http://ip/tsg-bifang 界面，验证是否登录成功
用户名密码都是admin
[image: ]
· 验证证书是否初始化成功
点击 Certificate Management >> Trusted Certificate Authorities  查看是否有内置初始化证书
[image: ]

· 验证服务分类是否初始化成功
点击 Policy&Objects >> Object 查看是否有Type为Cat类型的数据
[image: ]
2.2、verify-policy部署（界面）
2.2.1、Framework安装
· 安装
rpm -ivh framework-debug-2.0.17.1e678c4-1.el7.centos.x86_64.rpm

· 配置动态库
echo "/opt/MESA/lib/" >> framework.conf
cp  framework.conf  /etc/ld.so.conf.d
ldconfig

2.2.2、verify-policy部署
· 安装
rpm -ivh verify-policy-20.04-1.el7.x86_64.rpm

· 修改配置文件
vim /home/tsg/verify-policy/conf/verify_policy.conf
修改maat_redis_server=192.168.40.168

· 启动
systemctl start verify-policy.service 

文档：https://docs.geedge.net/pages/viewpage.action?pageId=8037626
Note：配置文件中，哪些配置项是部署时需修改的，未指出

2.3、大数据单机部署
2.3.1、配置本机时区文件
容器时间与主机差8个小时：主机的与容器的/etc/localtime不一致
需要挂载主机的/etc/localtime，如果没有则：cp /usr/share/zoneinfo/Asia/Shanghai /etc/localtime
需要挂载主机的/etc/timezone，如果没有则新：echo "Asia/Shanghai" > /etc/timezone;
2.3.2、免密
ssh-keygen -t rsa
ssh-copy-id root@192.168.40.169

2.3.3、安装ansible
unzip offline-install-ansible2.8.5.zip
./offline-install-ansible

2.3.4、大数据离线部署
· 修改主机名
hostnamectl set-hostname bigdata

· 解压安装包
tar zxvf bigdata-auto-deploy-v3.0.20.04.tar

· 准备hosts文件
touch hosts
vim hosts
[tsg]
192.168.40.169

· 安装Docker，进入到bigdata-auto-deploy 下的install_docker 目录下，执行命令
./setup_docker.sh 

· 修改配置文件
进入到bigdata-auto-deploy/Tsg_Galaxy_v3.0/galaxy_20200110/roles/configs/vars 目录下修改main.yml文件
[image: ]
· 执行shell脚本
进入到bigdata-auto-deploy/Tsg_Galaxy_v3.0/galaxy_20200110/roles/bin 目录下，执行命令
./saveAllImages.sh

· 执行ansible脚本，等待安装完成
进入到 bigdata-auto-deploy/Tsg_Galaxy_v3.0/galaxy_20200110 路径下，执行命令
ansible-playbook -i hosts tsg.yml

2.3.5、大数据部署验证
https://docs.geedge.net/pages/viewpage.action?pageId=6717832


2.4、 功能端（双臂）部署
2.4.1、解压安装包
unzip tsg-scripts_v20.4_20200429.zip
2.4.2、修改hosts文件和all.yml文件
路径：tsg-scripts_v20.4_20200429/install_config
Hosts文件，添加双臂模式IP
[pc-as-tun-mode]
192.168.40.138

路径：tsg-scripts_v20.4_20200429/install_config/group_vars
All.yml文件
########################################
tsg_access_type: 0
########################################
maat_redis_server:
  address: "192.168.40.168"
  port: 7002
  db: 0
dynamic_maat_redis_server:
  address: "192.168.40.168"
  port: 7002
  db: 0
cert_store_server:
  address: "127.0.0.1"
  port: 9991
log_kafkabrokers:
  address: "192.168.40.169:9092"
log_minio:
  address: "192.168.40.168;"
  port: 9090
fs_remote:
  switch: 1
  address: "127.0.0.1"
  port: 8125

路径：tsg-scripts_v20.4_20200429/deploy.yml
只保留双臂安装
- hosts: pc-as-tun-mode
  roles:
    - kernel-ml
    - framework
    - mrzcpd
    - tsg-env-tun-mode
    - sapp
    - kni
    - firewall
    - http_healthcheck
    - clotho
    - certstore
    - cert-redis
- tfe

2.4.3、安装
ansible-playbook -i install_config/ deploy.yml

2.4.4、启动
systemctl start sapp
systemctl start tfe
systemctl start tfe-env-tun-mode
systemctl start tfe-env
systemctl start mrzcpd
systemctl start mrenv
systemctl start tsg-env-tun-mode
2.4.5、功能端安装检查
· 进程状态检查
systemctl status sapp
systemctl status tfe
systemctl status tfe-env-tun-mode
systemctl status tfe-env
systemctl status mrzcpd
systemctl status mrenv
systemctl status tsg-env-tun-mode
· 日志检查
/home/mesasoft/sapp_run/tsglog/capture_packet_plug/ capture_packet.2020-05-02
/home/mesasoft/sapp_run/log/runtimelog.2020-05-02
/opt/tsg/tfe/log/*
三、部署错误汇总
3.1、大数据安装报错-连接数据库失败
[image: ]
在界面168上连接mysql测试，发现是密码错误，密码是bfzdjizhi，在bigdata-auto-deploy/Tsg_Galaxy_v3.0/galaxy_20200110/roles/configs/vars/main.yml 修改：
#Mariadb数据库的密码
mariadb_password: bfzdjizhi

3.2、功能端安装包
[image: ]
FTP上功能端最新的包没有传全

3.3、功能端安装，kni配置文件模板分发提示没有kni目录
[image: ]
老版本没有卸载干净导致目录已存在，脚本卸载老版本后重新安装功能端。
查安装包
rpm -qa |egrep "sapp|framework-debug|mrzcpd|kni|capture|dns-debug|ftp-debug|fw_dns_plug-debug|fw_ftp_plug-debug|fw_http_plug-debug|fw_mail_plug-debug|fw_ssl_plug|http-debug|mail-debug|ssl-debug|tsg_conn_record|tsg_master-debug|http_healthcheck|clotho-debug|certstore|tfe"
将查出的rpm包全部卸载
3.4、tsg日志检查报错
/home/mesasoft/sapp_run/tsglog/capture_packet_plug/ capture_packet.2020-05-02
[image: ]
报错连不上redis 7002，检查发现界面机器未知原因重启了，docker未开机启动
界面机器启动docker
systemctl start docker
systemctl enable docker

3.5、kni日志检查报错
/opt/tsg/tfe/log/tfe.log.2020-05-02
[image: ]
Tfe与kni保活断了
第一步：检查sapp运行状态
[image: ]
第二步：查看kni的配置文件中关于保活的配置
/home/mesasoft/sapp_run/etc/kni/kni.conf
[image: ]
保活端口为2475和2476，检查，未监听
第三步：检查日志
[image: ]

总控插件未卸载
总控卸载掉时候是有问题的，因为和卸载sapp冲突，都会删除/home/mesasoft/，然后先卸载了sapp就找不到这个目录，就没卸载掉

全部卸载重新安装


四、测试用例
4.1、测试环境准备
192.168.1.140部署nginx server 
测试网址 www.file.com
192.168.40.169 修改hosts文件，使本地解析www.file.com
echo "192.168.1.140 www.file.com" >> /etc/hosts


4.2、安全策略
必须先配置了object然后再intercept  然后才是各种动作
先object中创建ip和关键字匹配
[image: ]
[image: ]
[image: ]
配置安全策略
[image: ]

验证：
[image: ]

4.3、代理策略
代理策略在安全策略的基础上，将上一步的安全策略改为intercept
[image: ]

配置代理策略
[image: ]

验证
[bookmark: _GoBack][image: ]
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#

REBARE, BN true TN false
offline_install: true

#HRZS R X

timezone: Asia/Shanghai

#75Hlip

machine_host: 192.168.40.169

#EHBENE

machine_hostname: bigdata
HBARRNEBFAAERGNER, —RTBEEN
images_path: /home/test/images
*BERURMERFTHOER, BREFEAHF AMMESNER
volume_path: /home

==
#mariadbFR7ERENip

mariadb_host: 192.168.40.168
#EENERRnariadblf S
mariadb_port: 3306
#druidfkEfmariadb R
mariadb_druid_database: druideu2e
mariadb_xx1_job_database: xx1_jobeu2e

#Mariadb ¥R YRR
mariadb_password: bfzdjizh
#MariadbBIEEMNMF &

mariadb_username: root

== :==zookeeper:
#z00keeperffiport, —RBEEN
zookeeper_port: 2181

== ==kafka==:
#kafkaffport, —BST?E{@ER
kafka_port: 9892
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TASK [init/create-mariadb-database : Create a new database With name dEUIdBLIB] FHrm kR EHA KRR AR AR AR AR AR AR AR AR AR AR R AR AR AR AR AR AR AR AR AR AR R
fatal: [192.168.40.169]: FAILED! => {"changed": true, "cmd": "mysql -uroot -p111111 -P3306 -h192.168.46.168 -e \"create database druideu2e default character set utfSmbi collate utfSmbi_general_ci;\"", "delta": "@:00:00.010599", "end": "2020-0L-30 21:3L:06.869
, "msg’ n-zero return code", "rc": 1, "start": "2020-04-30 21:34:06.859376", "stder: Warning: Using a password on the command line interface can be insecure.\nERROR 1045 (28000): Access denied for user 'root'@'192.168.40.169' (using password: YES)"
, "stderr_lines": ["Warning: Using a password on the command line interface can be insecure ERROR 1045 (28000): Access denied for user 'root'@'192.168.40.169' (using password: YES)"], "stdout" "stdout_lines": [1}
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[jiayimeng@localhost ~]$ unzip tsg-scripts_v20..4_20200429.zip
Archive: tsg-scripts_v20.4_20200u29.zip
warning [tsg-scripts_v20.4_20200u29.zip]: u4@5412 extra bytes at beginning or within zipfile
(attempting to process anyway)
error [tsg-scripts_v20.4_20200429.zip]: start of central directory not found;
zipfile corrupt.
(please check that you have transferred or created the zipfile in the
appropriate BINARY mode and that you have compiled UnZip properly)
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TASK [kni : Template the Kni.CONE] *+hrktirtkrtibirtihtibihbih kbbb kb h kAR R AR,
fatal: [192.168.40.138]: FAILED! => {"changed": false, "checksum' 8d508L0L068260fcL9b23f3U9Le5badbcf31146", "msg": "Destination directory /home/mesasoft/sapp_run/etc/kni does not exist"}
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[root@gnd logl# systemctl status sapp
® sapp.service - sapp service
Loaded: loaded (/usr/lib/systemd/system/sapp.service; enabled; vendor preset: disabled)
Active: active (running) since Sat 2020-85-82 13:03:07 CST; 3 days ago
Main PID: 26450 (sapp)
Memory: 461.0M
CGroup: /system.slice/sapp.service
L26u50 /home/mesasoft/sapp_run/sapp

May 05 14:03:25 gnd sapp[26u50]: %6|1588658605.010 | FAIL|rdkafka#producer-1| [thrd:192.168.40.169:9092/bootstrap]: 192.168.40.169:9092/1: Disconnected (after 1799251ms in state UP)
May 05 14:03:25 gnd sapp[26u50]: %3|1588658605.010 | ERROR|rdkafka#producer-1| [thrd:192.168.40.169:9092/bootstrap]: 192.168.40.169:9092/1: Disconnected (after 1799251ms in state UP)
May 05 14:03:25 gnd sapp[26u50]: %3|1588658605.010 | ERROR|rdkafka#producer-1| [thrd:192.168.40.169:9092/bootstrap]: 1/1 brokers are down
May 05 22:03:25 gnd sapp[26u50]: %3|1588687.05.00L | ERROR |rdkafka#producer-1| [thrd:192.168.40.169:9092/bootstrap]: 1/1 brokers are down
May @5 22:23:25 gnd sapp[26u50]: %3|1588688605.005 |ERROR|rdkafka#producer-1| [thrd:192.168.40.169:9092/bootstrap]: 1/1 brokers are down
May 06 03:43:25 gnd sapp[26u50]: %3|1588707805.013 | ERROR|rdkafka#producer-1| [thrd:192.168.40.169:9092/bootstrap]: 1/1 brokers are down
May 06 @5:43:25 gnd sapp[26u50]: %3|1588715005.005 | ERROR|rdkafka#producer-1| [thrd:192.168.40.169:9092/bootstrap]: 1/1 brokers are down
May 06 06:03:25 gnd sapp[26u50]: %3|1588716205.013 | ERROR|rdkafka#producer-1| [thrd:192.168.40.169:9092/bootstrap]: 1/1 brokers are down
May 06 06:23:24 gnd sapp[26u50]: %3|158871740L.996 | ERROR|rdkafka#producer-1| [thrd:192.168.40.169:9092/bootstrap]: 1/1 brokers are down
May 06 O gnd sapp[26450]: %3|1588718605.005 | ERROR|rdkafka#producer-1| [thrd:192.168.40.169:9092/bootstrap]: 1/1 brokers are down
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[[root@egnd logl# cat runtimelog.2020-05-06

Wed May 6 13:49:56
Wed May 6 13:49:56
Wed May 6 13:49:56
Wed May 6 13:49:56
_tsg_log_instance
Wed May 6 13:49:56
og_instance

Wed May 6 13:49:56
_tsg_log_instance
Wed May 6 13:49:56
og_instance

Wed May 6 13:49:56

ndefined symbol: g_

2020, FATAL, plugin,
2020, FATAL, plugin,
2020, FATAL, plugin,
2020, FATAL, plugin,
2020, FATAL, plugin,
2020, FATAL, plugin,
2020, FATAL, plugin,

2020, FATAL, plugin,
tsg _log _instance

|grep err

./plug/platform/tsg_master/tsg_master.inf get plugname error

dlopen

./plug/business/kni/libkni.so in ./plug/business/kni/kni.inf error:./plug/business/kni/libkni.so: undefined symbol: g_tsg_log_instance

./plug/business/fw_ssl/fw_ssl.inf get plugname error

dlopen
dlopen
dlopen
dlopen

dlopen

./plug/business/fw_http_plug/fw_http_plug.so in ./plug/business/fw_http_plug/fw_http_plug.inf error:./plug/business/fw_http_plug/fw_http_plug.so: undefined symbol: g
./plug/business/fw_dns_plug/fw_dns_plug.so in ./plug/business/fw_dns_plug/fw_dns_plug.inf error:./plug/business/fw_dns_plug/fw_dns_plug.so: undefined symbol: g_tsg_1
./plug/business/fw_mail_plug/fw_mail_plug.so in ./plug/business/fw_mail_plug/fw_mail_plug.inf error:./plug/business/fw_mail_plug/fw_mail_plug.so: undefined symbol: g
./plug/business/fw_ftp_plug/fw_ftp_plug.so in ./plug/business/fw_ftp_plug/fw_ftp_plug.inf error:./plug/business/fw_ftp_plug/fw_ftp_plug.so: undefined symbol: g_tsg_1

./plug/business/tsg_conn_record/tsg_conn_record.so in ./plug/business/tsg_conn_record/tsg_conn_record.inf error:./plug/business/tsg_conn_record/tsg_conn_record.so: u




image19.png
TIANGOU secure gatel

Dashboard

Keywords
Policy&Objects -
Name file_kv
Security Polic
R ftem file.com [z}
Proxy Policy *
Sub Objects +
Objects
Description
Schedules
%
Tags
[
Log N

Report -

Device -

Administration





image20.png
TIANGOU secure gatewa

Dashboard - el
Policy&Objects -
Name sourcet
Security Policy
Item ipv4 192.168.1.140/32 -1:-1 Zw
Proxy Policy *
Sub Objects T
Objects
Schedules
%
Tags

[ -]
Log -





image21.png
TIANGOU secure gatewa
I - -

() Policy&Objects -

Name dest1
Security Policy

Item ipv4 192.168.1.169/32 -1:-1 Zw
Proxy Policy *

Sub Objects. +
Objects

Description
Schedules

%

Tags

[ -]
Log -





image22.png
TIANGOU secure gatel

Dashbaard Edit Delete

Policy&Objects
Name
Security Policy Action Allow Monitor Intercept
Proxy Policy Source Type 1D Name
= 7 destl [z
Objects +
Schedules Destination Type D Name
= 7 sourcel Zw
Tags
+
Log v Application Type 1D Name
m 2 HTP ]
Report v
+
Device N fiter +
Settings " Action Parameters Drop RST
Administration N Response Code 408
Response Content TEXT
mm
Tag +
Effective Devices +

Collapse sidebar «
Schedule




image23.png
[root@igdata ~J# curl 192.168.1.146
curl: (56) Recv failure: Connection reset by peer
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[root@aigdata ~]# curl www.file.com
<!DOCTYPE html>
<html lang="en">
<!-- powerd by MESA Lab -->
<head>
<meta charset="utf-8" /><meta http-equiv="X-UA-Compatible" conten
<titledWe've got some trouble | ueu - Resource not found</title>
<style type="text/css">html{font-family:sans-serif;line-height:1.15;-ms-text-size-adjust:100%;-webkit-text-size-adjust:100%}body{margin:@}article,aside, footer,header,nav, section{display:block}hi{font-size:2em;margin:.67em @3figcaption,figure,main{display:
block}figure{margin:lem LOpx}hr{box-sizing:content-box;height:0;overflow:visible}pre{font-family:monospace,monospace;font-size:1em}agbackground-color:transparent;-webkit-text-decoration-skip:objects}a:active,a:hoverfoutline-width:03abbr[title]{border-bottom:n
one; text-decoration:underline; text-decoration:underline dotted}b,strong{font-weight:inherit}b,strong{font-weight:bolder}code,kbd,samp{font-family:monospace,monospace;font-size:1em}dfn{font-style:italicmark{background-color:#£f0;color:#0003small{font-size:80%
3}sub, sup{font-size:75%;1ine-height:0;position:relative;vertical-align:baseline}sub{bottom: -.25em}sup{top: em}audio, video{display:inline-block}audio:not([controls]){display:none;height:@}img{border-style:none}svg:not(:root){overflow:hidden}button,input,optgr
oup, select, textareaf{font-family:sans-serif;font-size:100%;1ine-height:1.15;margin:@3button, input{overflow:visible3button, select{text-transform:none}[type=reset], [type=submit],button,html [type=button]{-webkit-appearance:button}[type=button]::-moz-focus-inner.
[type=reset]: : -moz-focus-inner, [type=submit]: : -moz-focus-inner, button: : -moz-focus-inner{border-style:none;padding: 03[ type=button]: -moz-focusring, [ type=reset]: -moz-focusring, [type=submit]: -moz-focusring, button: -moz-focusringfoutline:1px dotted ButtonText}field
set{border:1px solid silver;margin:@ 2px;padding:.35em .625em .75em}legend{box-sizing:border-box;color:inherit;display:table;max-width:100%;padding:0;white-space:normal}progress{display:inline-block;vertical-align:baseline}textareafoverflow:auto}[type=checkbo
x], [type=radio]{box-sizing:border-box;padding:@}[type=number]: : -webkit-inner-spin-button, [type=number]: : -webkit-outer-spin-button{height:auto}[ type=search]{-webkit-appearance: textfield;outline-offset: -2px}[type=search]: : -webkit-search-cancel -button, [type=sear

'TE=edge" /><meta nam

'viewport" content='

jidth=device-width, initial-scale=1" />

ly:"Open Sans",Arial,sans-serif3hi{font-family:inherit;font-weight:500;1ine-height:1.1;color:inherit;font-size:36px3h1 small{font-size:68%;font-weight:400;1ine-height:1;color:#7773a{text-decoration:none;color:#fff;font-size:inherit;border-bottom:dotted 1px #7
070703 . 1ead{color: silver;font-size:21px;line-height:1.4}.cover{display:table-cell;vertical-align:middle;padding:@ 2@px}footer{position:fixed;width:10e%;height:Lepx;left:0;bottom:0;color:#aeaa0; font-size: 1upx3</style>

</head>

<body>
<div class="cover|'><h1>Resource not found <small>Error Lok </small></h1><p clas:

</body>
</html>
[root@bigdata ~]# JI

lead">The requested resource could not be found but may be available again in the future (TFE-6:not found).</p></div>
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[2020-6u-30 19:31:44] Create tsg-bifang database

create DB

create table and view

[2020-04-30 19:32:55] Import centos-bifang image file

[2020-04-30 19:33:10] Install the JDK image file

[2020-04-30 19:33:59] Install nginx image file

[2020-04-30 19:34:04] Install and start api service

[2020-04-30 19:34:39] Install and start bifang-html

[2020-04-30 19:34:49] Install and start syncredis service

[2020-04-30 19:35:09] Install and start mapping-subid-ip service
[2020-04-30 19:35:26] Check whether API service starts successfully, . .
user login,token:38e20fbe-6£67-Lac3-b129-77a0bf98353356&

[2020-04-30 19:36:27] API service started successfully

[2020-04-30 19:36:27] Certificate initialization

[2020-04-30 19:37:15] Certificate initialization Execution completed
[2020-04-30 19:37:15] Classification service initialization

[2020-04-30 19:37:15] Install and start the service categorizer
[2020-04-30 19:37:u41] Service classification data initialization in progress, . .
Script Execution completed
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