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T—RNMAMZEMRXEERE R

« TRMNASZEMEERTER
- BYEXHT
— C100-MP, C100-S3. CF20. C1
— CyberFlood Virtual
— ZHF1GEI100GHEO
- %
- KKiREZ A
— ETFRFCHIMAR 545 RFC 3511, NetSecOpen
- WAE—2ESFee MR RS2 DDoS, EXKE. Malware,

o e —
— KPCAPSIHERY — BASIS10GB R P -
— 1B EEE

— #5510, 000zzfELISEInE
— SRR
— X#%F20,000ZMINEFIEEII G

PROPRIETARY AND CONFIDENTIAL 2
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EhREMANN, ZSHMREREIR

« Mix any app from TestCloud Samples
« Add your own test scenario via har or pcap

« 0 Traffic Mix (14) ¥ Security Mix (0) (cprional) Mobile Carrier Mix Enterprise Spirent Enterprise Financial Mix Education Mix

Traffic Mixer » Perimeter Mix Mix

Custom Mix
Start with a blank slate.

Add the Protocols and
Apps that you need.

B Protocols & 6 Protocols &

2 Protocols & 8 Protocols & 2 Protocols &

10 Apps 6 Apps 12 Apps 7 Apps 9 Apps

HTTPS 1.1 10.00 %

I rre 10.00 %

E Telnet 010 %

5 swmrp 12.00 %

i POP3 9.80 %

I8 ars/sms 8.00 %

5 iMAP4 9.00 %

RTSP 400 %

_ 5 sP 6.00 %
Telnet m BitTorrent 11.00 %
ﬂ Exchange 0.10 %

Total 100 %

PROPRIETARY AND CONFIDENTIAL 3
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0%

PROPRIETARY AND CONFIDENTIAL

mPC
miOS

m Android
H Linux

® MacOSX

m BlackBerry

App Scenarlos x®

lk Import Scenario )l\ Show Filters )

Business Systems

372
Adobe, Sharepoint, MYSQL .

Miscellaneous

Productivity
381

Box, Drupal, Google Finance ...

Ospirent

Promise. Assured.

Search App Scenarios

Communication

1135
Skype, IMAP, Jabber _.

Network Protocols

100
Diameter, Telnet, Molbus _..

Social Networking
1381

Facebook, Twitter, Instagram _.

Games And Entertainment

81
FarmVille, Battlefield, Mafla Wars ...
P2P

987
BitTorrent, Gnutella, eDonkey ...

Streaming Media

2537

Metflix, Youtube, Pandora ...



CyberFloodin=
NetflixFA 25 Fh41 55

€ Apps € Categories

App Scenarlos x

( Import Scenario )( Show Filters )

22 Found Fitering by: No Fliters are applied App Scenarlos *®

netfliy

mE  Add Selected Scenario Name

( Import Scenario )( Show Filters )

Metflix: Browse movies
This scenario contains user-initiated
on a PC. The user browses for movie:

mN Add to Profile

WETFLIN

Netflix: Select and add movie O s

This scenario contains user-initiated

on a Macbook. The user launches aw O EEEReR il A‘
-
MNetflix: Browse options
This scenario contains user-initiated
:
on a Macbook. The user launches a b dd'to Frofiie
N Add to Profile A‘
-
N Add to Profile f&'
"

nmﬂ_‘

mN Add to Profile NETFUIN

mN  Add to Profile NETFUIN

Metflix: Browse options (02)
This scenario contains user-initiated
on a PC. The user launches a browseal

N Add to Profile NETFLIN

Metflix: Sign in to account

Thic cranarin rantaine ncarinitiatar

PROPRIETARY AND CONFIDENTIAL

2010 Found Filtering by: No Fliters are applled

Scenario Name

Sohu Video: Select and play video{02)
This scenario contains user-initiated operations of Sohu
Video on a MacBook. The user connects to Sohu Video,

Yahoo! Video: Login and play video
This scenario contains user-initiated operations of Yahoo!
Video on a PC. The user logs into Yahoo! Video, selects a

5ohu Video: 5elect, play video (01)
This scenario contains user-initiated operations of Sohu
Video on a PC. The user selects a video to play.

Sohu Video: Select, play video (02)

This scenario contains user-initiated operations of Sohu
Video on a MacBook. The user selects a video to play.
Natepann : Select, play video{D1)

Thnim e i 4 G b e i

video|

Encryption

/A

IN7A

NTA

NTA

RisA

(hent Name

Firefox

Firefox

Firefox

Firefox

FimmEms

Client

: Last Updated

39.0

3.6.17

14.0.1

16.0.2

1T Ao

Ospirent

09/10/2015

06/05/2014

01/17/2013

01/17/2013

AAATIN A

Promise. Assured.

2
NAT
Supported
-
v
v v
v
v
w



CyberFlood K Ospirent
CVE 2014-6271 &R E¥ T

A command execution vulnerability exists in GNU Bash. The vulnerability is due to a failure in handling environment variables. A remote attacker
can exploit this vulnerability by interacting with an application that uses Bash environment variables. If an attacker can control the value of an
environment variable, then command execution can be achieved in the context of the application using the environment variable.

( host_0 (v4) J host_1 (v4)
172.16.8.209 Add CVE 2014-6271 shellshock to system the second\d&y-16.8.150 ]

l‘ HTTP (TCP Connect to 80) o

HTTP_GET_Client_Send
GET /cgi-bin/tsl-test () { tsl;}; echo '"TELUS Security Labs' > /tmp/TSL

HTTP_GET_Server_Receive

HTTP_Server_Send
HTTP/1.1 200 OK (text/html)

HTTP_Client_Receive Iy

alert tcp SEXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (msg:"OS-OTHER Bash CGI environment
variable injection attempt"; flow:to_server,established; content:"() {"; fast_pattern:only; http header;
metadata:policy balanced-ips drop, policy max-detect-ips drop, policy security-ips drop, ruleset community,
service http; reference:cve,2014-6271; reference:cve,2014-6277; reference:cve,2014-6278;
reference:cve,2014-7169; classtype:attempted-admin; sid:31978; rev:5;)

PROPRIETARY AND CONFIDENTIAL 6
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L]l

o MINIEFAEEIHERT, DUTEE]
AEFHMETE

c FHMNANEEXE

c ERIEREEHMELASEE? 28

#HiiEix T ?

lFE RDNSHR=EMIT, HTTPR=

=B
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DMNS,
LTE

-
-
1

S{UDP CONMNECT TO 62013)

STANDARD _OUERY RESPONS
ENT :nl‘?‘nr AR

NDARD DUE

2
I,
Fal-
W,
;___-n
iy
o
:\'1
Bl
A
5
1

-
HTTP(T

Y

CP CONNECT TO 80)

|.
M5

HTTP_GET CLIENT SEND,GET /
MCSLTET ATTR/.T
HTTP GET S[RIER [ EINE,GE
/NCSLTXT HTTP/T.
HTTP_SERVER EF.D HTTP/1.1
200 OK (TEXT/PLAIN)
HTTP_CLIENT RECEIVEHTTP/1
1200 DK (TEXT/PLAIN
-+ -
TCP(TCP COMMECT TO 800

|:g|rent“

romise. Assured
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AV
1

cybexflood

CALLFLOW: Apache HTTPD mod_proxy_balancer Cross Site Scripting

04.201
Acrost
vulner:
interfa
craftec
the bri
Artack:
3

1)

HTTP CLIENT PECENE S

cybexflood

Ospirent

Promise. Assured.

CALLFLOW: Apache Roller OGNL Injection Remote Code Execution

Summary

1D

Description:

cybexflood
CALLFLOW: Ruby on Rails Where Hash SOL Iniection
Summary
1D: 04.20
Description: Anulr
valida Summary
malici
maniy 1D
Category: Attacl Description:
Hosts: 2
Steps: 13
Category:
Hosts:
Steps:

Category:
Hosts:

Steps:

04.20
A cor
saniti
canr
vuine
explc
Attac
2

5

cybexflood

CALLFLOW: Apache ActiveMQ File Upload DirectoryTraversal

Summary

1D:

Description:

Category:
Hosts:

Steps:

04.2015.08.20150814-08

A directory traversal vulnerability exists in Apache ActivelMQ. The vulnerability is due to a flaw in the file
server upload/download functionality used for blob messages. A remote, unauthenticated attacker
may exploit this vulnerability by uploading a specially crafted file to the server. Successful exploitation
could lead to execution of arbitrary code.

Attacks

2

10

host_0 (v4) host_1 (vV4)

1721612 172.16.8.11
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« Multiple update each day

¢ IL.\?‘&E 17OOO$I:|:I

Advanced Malware: 2017-09-11

Description

This track contains Advanced Malware Scenarios released on 2017-09-11

Scenarios

1 W32/Rontokbro.gen@MM

2 Heuristic.LooksLike.Win32 Suspicious.N!87
3 W32/Virutn.gen

4 Artemis!3FO9FE938455

u

W32/5ality.gen.z

=}

Artemis!4145C4A5C88C

7 Artemis!84A72961C3D8

8 GenericRXAD-YHIBB28DAC591A1
9 PW5-Zbot.gen.yh

10 GenericRXAA-ELI5730C618308A

PROPRIETARY AND CONFIDENTIAL

Cancel * &, Save Profile

FREURE

Release Date
Platform
Updated

NAT Supported
Created By

N/A
N/A
October 26, 2017
True
N/A

—
[ —1
—
—
[ —1

This track contains Aduanced Malware Scenarios released on 2017-09-07

Advanced Malware: 2017-09-08
This track contains Advanced Malware Scenarios released on 2017-09-08

Advanced Malware: 2017-09-09
This track contains Advanced Malware Scenarios released on 2017-09-09

Advanced Malware: 2017-09-11
This track contains Advanced Malware Scenarios released on 2017-09-11

Advanced Malware: 2017-09-12
This track contains Advanced Malware Scenarios released an 2017-09-12

Advanced Malware: 2017-09-13
This track contains Advanced Malware Scenarios released on 2017-09-13

Advanced Malware: 2017-09-14
This track contains Advanced Malware Scenarios released aon 2017-09-14

Advanced Malware: 2017-09-15

sppwent“

romise. Assured




5 - WedgeAMB &= B4 [ 1] Ospirent

cybexflood Gy (TESTED
CyberSecurity Assessment SPIRENT

Malware and Load Traffic

ALERT@

S weleelQ 0o =~ EEEDEIFEE©

r

.ﬂ v
. ‘ Iﬁ ’, P IDS/IPS vis :
I.ﬂ, A y 2% 273% )
~ , ¥ ‘n n P G
= APT 4 SBAV
WedgeAMB CD =t (2) ()

Prewent Scenarios (281)

74 Wedge_no_unblock (281) Elccked (251) 1005
Secury Evet Locations Securty Events over Tiva

= = J=t3

Wedge Advanced Malware Blocker
(WedgeAMB)

CyberFlood targeted WedgeAMB with

St e e LT mElEE WedgeAMB showcased attack blocking

= Orchestrates Signature, Heuristic, and Al o
capabilities and performance

AV technologies to block known and
unknown malware in real-time

samples — including command and
control traffic

Delivers the accuracy of a Sandbox with
the latency and in-line blocking
performance of an IPS

PROPRIETARY AND CONFIDENTIAL 10
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RN MIT AT

ndard_que@se_ﬂ_client_kceive

Osp

# HTTP/1.1 200 OK (image/jpeq) | TP (TCP Cinneet 10 801 Pl
TCP_HTTP_Server_Send = TCP.server_send {
struct [ TCP_GET_(lient Send
"HTTP/1.1 200 OK\\n" CET /pipg HTTHLL
"X-MU-Session-ID: #{@tcp_sid}\r\n" TCP_GE-G%_RBCEWE
"Date: Mon, 28 Sep 2009 17:45:54 GMT\r\n"
header(header_name: "Content-Length") [ i T

length_string(of: content_1)

;
: . . TCP_HTTP Client Receive
"Content-Type: image/jpeg\r\n”

"Content-Location: http://back.mm972.com/p.jpg\r\n"

HTTP/1.1 200 ¢

DE (imagefjpeg)

irent

Promise. Assured.

"Last-Modified: Sat, 22 Aug 2009 06:15:19 GMT\r\n" |<
"Accept-Ranges: bytes\r\n"

"ETag: \"bec24fecef22cal:76c8d\"\r\n"
"Server: Microsoft-11S/6.0\r\n"

"“\\n"
content_1="[61.164.108.99:3688]"

\_ Y,

PROPRIETARY AND CONFIDENTIAL

TCP 2 (TCP Connect to 3688)

"X-Powered-By: ASP.NET\n\n" Add new activity
Modify contents
Training
Study botnet communication and hidden method

11



CyberFlood DDoSM iz Ospirent

q_LlIE'TILDiﬁ |$

‘ 2%1®DDoS W EH (% 1M10GH:O)

cybexflood — v

‘ <At 8]DDoSI T b M\

‘ /tbélﬁﬂ-——l ( /£HTTP IJILE + DDOS I&T.:E) _

B syn/Ack

- : B Fint byt
é . I DDoS Attack Volume 89.7 Mbps I
EEI ﬁ %I DDoS Attack Sent 88.82 Mbps
- o
DDoS Attack Received 15.67 Mbps -
I HTTP Volume 807.3 Mbps |
: 3
E¥ D D O S I I Successful 28.96%
M Unsuccessful 71.04%

PROPRIETARY AND CONFIDENTIAL 12
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« Standard HTTP GET request .

— GET /index.html HTTP/1.1
* Fuzzing is a technique used by Development ’ Fllmng

and QA teams to find Zero-Day vulnerabilities IS

—  AAAAAA..AAAA findex.html HTTP/1.1

—  GET /liillfindex.html HTTP/1.1 000|

—  GET %n%n%n%n%n%n.html HTTP/1.1

— GET /AAAAAAAAAAAAA htmI HTTP/1.1
— GET /index.ntmI HTTTTTTTTTTTTTP/1.1
— GET /index.html HTTP/1.1.1.1.1.1.1.1

* Fuzzers can inject null characters, numeric values, and gquotes to cause
buffer overflows and other undesired behavior

PROPRIETARY AND CONFIDENTIAL 13
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L EIZFFFuzzing 72X Uspirent

Groups Protocols

Authentication (AAA)|802.1X DIAMETER |LDAP RADIUS

Encryption GRE IKEv1 IKEv2 SSHv1 SSHv2

IPv4 DHCPv4 ICMPv4 IPv4 TCPV4 UDPv4

IPv6 ICMPV6 IPv6 MLD NDP TCPV6 UDPV6

loT MQTT

Link Layer PPP PPPoOE

Mail Services IMAP4 POP3 SMTP

Mobility GTPv1 GTPv2

Multimedia RTP RTSP SIP

Network

Configuration SNMP TRAP |SNMPv1l |SNMPv3

Network Discovery |ARP DHCPvV6 IGMPv3 |LLDP

Network Services DNS FTP NTP TELNET ([TFTP

Routing 1 BGPv4 DVMRP IS-1S MPLS PIM-SM IPv4 |PIM-SM IPv6 |PIM-SSM IPv4 |PIM-SSM IPv6 VRRPvV2 VRRPVv3

Routing 2 OSPFv2 OSPFv3 RIPng |RIPV2

SCADA DNP3 GOOSE IEC104 |IEC61850 [IMMS MODBUS PROFINET-DCP

Switching 802.10Q VXLAN RTSP STP MSTP

Web Services HTTP HTTP/2 SSL/TLS|TLS1.2 [TLS1.3

Total 74

PROPRIETARY AND CONFIDENTIAL
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EE>FFHTTP/2F0TLS 1.3

ECCINZ 4Ege40GLA L
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25 IRTLS/SSL I RE

&= (Gbps)
FotE(HhNE

irent

Promise. Assured.

1EREIEHH SR

AES128-SHA256 40 7 5.71x
AES256-SHA256 40 6 6.66X
AES128-GCM-SHA256 40 13 3X
AES256-GCM-SHA384 40 10 4x
DHE-RSA-AES128-GCM-SHA256 40 12.5 3X
ECDHE-RSA-AES128-SHA256 40 6.9 5.8x
ECDHE-RSA-AES256-SHA384 40 6.9 5.8x
ECDHE-RSA-AES128-GCM-SHA256 40 12.5 3.2X
ECDHE-RSA-AES256-GCM-SHA384 40 10 4x
ECDHE-ECDSA-AES128-SHA256 40 7 5.67x
ECDHE-ECDSA-AES256-SHA384 40 6.9 5.7X
ECDHE-ECDSA-AES128-GCM-SHA256 40 12.6 3.2X
ECDHE-ECDSA-AES256-GCM-SHA384 40 10 4x

PROPRIETARY AND CONFIDENTIAL T _BIAMREETF8x10G,

512K Object size, 16k record

16



TLS v1.3

- E—HE) X H
— TR
— M EEME

« YHRFCIERXIA

PROPRIETARY AND CONFIDENTIAL

Edit HTTP Protocol Profile

Ospirent

HTTP Settings Supplemental Settings
Security (SSL/TLS) m A
Securlty Type *  [JssLv2o [1SSLv3.0 ] TLSv10 [JTLSv1.2 [ TLS v1.3

Supported Groups * [ x25519 [] secp256r1 [] secp521r1 [] secp384r1

Server S5L Certificate

Record Size

*

Ciphers

* —
Select file

RSA 2048 bit ¢

Resume Sesslon with Pre-Shared CB
Key

*
16383 Bytes

I/E_;_'ar:q Ciohers le 1 Cipher added

.

TLS13-AES-128-CCM-SHA256 TL513-AES-128-CCM-8-SHA256

TL513-AES-128-GCM-SHA256 @
TLS513-AES-256-GCM-5HA384 @

Promise. Assured.

17



R 28 22 =2 ML v

A FRE

RRRRRRRRRRRRRRRRRRRRRRRRRR

| BAhErRiE

AR
NetSec QPEN
sLANIEC™

neq
@ ol
@atChGuard“ AN

F::RTINET
=) (ISONICWALL

Check Point + 1 114111+
cisco
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NetSecOPEN Nzl BX 22 Ospirent

« RAAAFMEEAINGFW RERE, IFFHAIE, IPSHT—RBEAEMIR
. https.//tools.|etf.org/htmI/draft-balarajah-bmwg-ngfw-performance-04

e SEA ~70% HTTPS #1~30% HTTP

Evernote Google Ma%‘s
imeo

+ ~10K 37 R o
e ~1000 /I\ ﬁk% Eacabook Ilc::mhlr

Marketwatch
Twitter

« ~400 M EIAYIER —
« ~80 F R F

Morningstar

Yahoo Finance

Succesfactors

Chase
Salesforce

Trello

Dropbox
Ebay
Imgur
Onelogin

Linkedin
PROPRIETARY AND CONFIDENTIAL
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cybeaflood
Virtual

NB=. A B SR/ NEF —{ARZCNREY ==
SDN / NFV 1G/10Giz SEE RFF AR,
Thaeliz Y #EAvalanche hEsaE 1G/10G/25G
e CyberFlood 1G/10G/40G/100G 40G/50G/100G

Bai{tliz TestCenter RESSLIDEE % ESSLImEE
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romise. Assured.

. '
CybLe *
\,. 7

CyberFlood Avalanche 1U HEiTHEs
. 2x100/40G License
.
SSLVPNDEE S AIE 8x10/1GE hundle
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Wl &

IRl

Ospirent

Promise. Assured.

Incoming 88.59%  18.05% Outgoing
Apps & Protocols

HTTP 1.0 525 [ 0.13%

TP s.66% [ 0.142

e 97% - 0.24%

TP 72% [ 0.25%
FT 0.84% [ 0.22%
Telnet

MTP 0.20% [N 27
op2

=k 26% [ o2

AP

TSP 4.01% [ 0.06%

1P 3.14% I. 3.14%
BitTo

Excha

3. SREUiEE R

22
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CyberFlood VirtualRi S Z 2R EIMLIRRG R

Avalanche VirtualigiiCyberFlood VirtualT £
RESOURCES
C

/

CyberFlood Virtual{ZEld3zi5CyberFloodflAvalanche




CyberFlood Virtual Ospirent

vimware
vSphere

KVM

X

- PhEe (BRI D
— 5f%F-Avalanche Virtual: 10Gbps, 50/ 3k, 5/
- BHEISFFFE
— VMware ESXi (5.5, 6.0, 6.5)
— KVM (Ubuntu 16.04 LTS tested)

| ﬁ—1't(!3:§3§iFlood aWS
— Avalanche N’

C XRETH
— Amazon AWS 2018Q4 > ¥
— OpenStack - 20190Q1

— Microsoft Azure - 2019Q2 OpenSta Ck

Subject to Change
PROPRIETARY AND CONFIDENTIAL 24




MEReZE - B 5IISCRVZERE Ospirent

AR B AR
El—& KB AE, FEARRIhEE, Mk d 5 = Gbpspy 1%

7]

35 Gbps o S1K
o
v

30 Gbps

25 Gbps
3] $10K o
Z m
< (G]
S 20 Gbps &  mmmldeal Lab
3 e
(U] (%)
> >
& A 0 S === App Mix
3; 15 Gbps w 0 - o x
a o <
=) 2 g g
© g a8 a $100K Cost per Gbps
10 Gbps - 8 with App Mix
-]
5 Gbps @
]
(G)
-
0 Gbps I $1,000K
FIREWALL IPS NGFW (APP CONTROL, IPS) THREAT PREVENTION (+URL-
App Mix 814 85\ KL, NATHIE 75 P A e AT
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(® TestBuilder v = [# Profile Builder v

H® Library

Performance I
HTTP 1.1 Throughput ﬂ I
Max HTTP 1.1 Throughput I
| T Vi o R ey HTTP 1.1 Throughput |
Throughput with Mixed Apps & Create scalable HTTP tests with different object sizes to achieve line-rate throughput.
I Protocols I I
-— e e e o - =z
— | Traditional/Next [
NS Performance g
Why run this test? Generation Load
Network Traffic Replay Measure maximum throughput I Firewalls Balancer
g B iroie b 2 £ 52 e 7
Network Resiliency [Preview] K.} Push the DUT's throughput 1o its limits by ge‘ erat. g line-rate HTTPV.Ya‘ﬂc. I ‘}v- g
—] Measure the maximum throughput achievable using emulated, realistic
3 LR HTTP clients and HTTP servers and leveraging a configurable network I
Capacity sing 8!
topology. I Router SSL
Max HTTP Open Connections Scaler
» Push the limits of concurrency I = v o I
ISSoPnL.O Copnections Fer z Stress the state table of the DUT by launching thousands of emulated I @ Web App“caﬁon Databa
- P 1s. Testus fferent response sizes lume ~
-— H;I'r. cllenu.:;;;uung diffes en; HTTP;fe fho e t[o) a;‘JUS( the voium w I Server Server Serve
z — of emulated users generating traffic through the DUT.
Security ) e o b it i i g |
e T i e ey
I Emulate user experience
CyberSecurity Assessment Determine the impact of the DUT when adding it to your network by
P g Y y
o — — —5 @ measuring the latency it introduces to your clients. Measure the average
Qumetric Dbos Atiacks ! round trip time (in milliseconds) that the client is experiencing for their
Fiszlis requested content.

oy 22 ¢ I £ S o« SEA N AT IEMEIE i
- TR R e ER R B
o e . ERMERHRERA RS 5%
- s SRR AT
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P AR

® TestBuilder v | [¥ Profile Builder v+ = H3 Library

Pe~~"me=ra.

HTTP 1.1 Throughput

Max HTTP 1.1 Throughput

gnp HTTP 1.1 Throughput
Throughput with Mixed Apps & Creare scalable HTTP tests with different object sizes to achieve line-rate throughput.
Protocols

DNS Performance
Why run this test?

|
!
|
!
Network Traffic Replay I
|
!
!
|

F———=—=—=-=-==

Measure maximum throughput =

Network Resiliency [Preview | K.J Push the DUT's throughput to its limits by generating line-rate HTTP traffic. Traditional/Next

2 ‘=, Measure the maximum throughput achievabie using emulated, realistic Generation Load
:)‘I;T::;nzs and HTTP servers and leveraging a configurable network " Firewalls Balancer
I /.
Max HTTP Open Connections w g
. Push the limits of concurrency
:TTP L’O Sonnecions Fer £ Stress the state table of the DUT by launching thousands of emulated Router sSL
~scen -— HTTP clients. Test using different HTTP response sizes to adjust the volume Scal
Security — of emulated HTTP users generating traffic through the DUT. caler

Advanced Fuzzing Web Application Databa
Emulate user experience Server Server Serve

CyberSecurity Assessment Determine the impact of the DUT when adding it to your network by — e e e e e o e e e |

/@ measuring the latency it introduces to your clients. Measure the average
" round trip time (in milliseconds) that the client is experiencing for their
requested content.

Volumetric DDoS Attacks

Fuzzing

. PRI
. EHEATMERALSGS
. BIAKE FHITCPEE RS T H M %
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T /DD o Szt

[# Profile Builder v

(® TestBuilder v E® Library

Performance

HTTP 1.1 Throughput ﬂ

Max HTTP 1.1 Throughput

HTTP 1.1 Throughput

Throughput with Mixed Apps & Create scalable HTTP tests with different object sizes to achieve line-rate throughput
Protocols

DNS Performance
Why run this test?

Network Traffic Replay Measure maximum throughput = l
Network Resiliency [Preview | K.J Push the DUT's throughput to its limits by generating line-rate HTTP traffic. Traditional/Next I
= — Measure the maximum throughput achievabie using emulated, realistic Generation Load I
LR HTTP clients and HTTP servers and |everaging a configurable network Firewalls Balancer I I
topology. ’ .,
Max HTTP Open Connections w g ‘J‘ ] |
. Push the limits of concurrency ' I I
:TTP L’O Connections £ey, z Stress the state table of the DUT by launching thousands of emulated Router ssL
~scen -— HTTP clients. Test using different HTTP response sizes to adjust the volume scal I l
Security — of emulated HTTP users generating traffic through the DUT. caler 1
| » ' i
P | Web  Application Databa
0 0 o o o Emulate user experience Server Server Serve
CyberSecurity Assessment Determine the impact of the DUT when adding it to your network by — e e e e e o e e e |
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