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(®) TestBuilder v | [# Profile Builder w = Projects B Library

Performance

HTTP Throughput ‘.
Max HTTP Throughput )
2 Throughput with Mixed Traffic .
Throughput with Mixed Traffic Create and run tests with preconfigured Enterprise Traffic Mix to achieve high
throughput.

DMS Performance

Netwaork Traffic Replay
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cybeAflood & pashboard = @ TestBuider v [ ProfileBuilder v @& Projecs [ Library L oemos v @ P T

. i Load Specification: Fail testif: E
uration - hh:mm:ss Bandwidth (6 Gbps) Bandwidth falls below 6 Gbps by 3% OR ngug Packert Trace

Q Failed Apps and Protocols Transactions
Sortby Name (A/Z) ¥ ®

Showing Profiles (8) TestQueue | Select a test queue i [#|  Traffic Pattern: @ pair O Backbone
Py —
—_—

# Apps(1) -~ | & Virtual Routers

05) Netflix-profile : @ subnet ; 1 i i
H ‘a @ virtual (optional) H i @ virtual (optional)

(XD Enable NaT

£ Client Network # B server Network ra
| IPva Max segment 1450 bytes Fragment Reassembly Timer: 30000 ms ! 1Pva Max segment: 1450 bytes Port Randomization: oFF |
| 1Pve Max segment 1440 bytes Fort Range Lower Bound: 1028 | 1Pv6 Max segment: 1440 bytes Gratultous ARE: on |
| Delayed Ack: 2020 bytes Port Range Upper Bound: 65535 | Delayed Ack: 2020 bytes Congestion Control: oN :
| Delayed Ack Timeout: 200ms Port Randomization: | Delayed Ack Timeout: 200 ms '
! Retres: 2 Gratuitous AR on Retries: 2 |
| Inactivity Timer: oms Congestion Control on Inactivity Timer. oms i
| Recelve Window: 32768 bytes | Recelve Window: 32768 bytes i

& Subnets (3) -~ 0 Traffic Mix (14) 9 Security Mix (0) (opionsl)
os) Client-1

o) Client-1-subnet Traffic Mixer Protocols (12), Apps(2) @@
o) Serversubnet1 13 HTTP 10 500 %
B Tests(2) - I HTTPS10 5.00 %
os) HT 15 HTTP 11 1000 %
- 15 HTTPS 11 1000 %
H= e 1000 %
E Telnet 0.10 %
s Virtual Routers (2) -~ 15 smTP 1200 %
0s) va-client POP3 980 %
Bs) Vé-server 15 CIFsismB 800 %
IMAP4 200 %
15 RISP 400 %
8 s 600 %
[ BitTorrent 1100 %
&‘1 Exchange 010 %
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Create Subnet Profile

Subnet IPv4 Subnet IPv6

Cancel

1%EF% Subnet IPv4, FECEMLZE S vian 2,



Create Subnet Profile

Global IPs_)

The First Address * 10102 124

Count 253

Force Server IP (1 ]
Count
Default Gateway . Off

b Advanced Settings

Static Routing + Add Static Routing

VLAN + Add VLAN

(&=L IO Save Profile and Update Player

RFEE

Save IPv4 Subnet Profile

Profile Name

IPvd Subnet Loop 1|

Description (Optional)

Cancel - RS

PEMNLMURA, MRxFHIARABE, Kb (---). £ V1 mASERLE k.
&% Client Subnets(1) (%)

iolm Sub_. (---) el L Routars

: "| Select Port(s) for Subnet Profile @

_ SPT-CF20 (169.254.0.1)
SPT-CF20-01

| 406 _|
1/1
3 Client Network ﬂ

172

f
| IPv4 Max Segment:
IPVE Max Segment: 5
| Delayed Ack:

| Delayed Ack TImeout:

| Inactivity Timer:

——
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Save as New Test Profile

Profile Name
Throughput with Mixed Traffic - CF20|

Description (Optional)

Test created for Layerd-7 Enterprise M

Cancel « NS
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Profile Builder v & Proj

cybeAflood 4 pashboard @ TestBuilder v

cts [ Library A Demos v @ H =B

- Duration - hh:mm:ss -
=00:02:

~
——— load — Live Bandwidth --®-- Bandwidth Fail Line
26
106
o
000000 000025 00050 0OOKIS 000140 000205 000230 000345 0010 000435 000500 000525 000550  00061S
15
Tox
s«
0 0
00:00:00 00:00:50 00:01:40 00:02:30 00:03:20 00:04:10 00:05:00 00:05:50 I Successful 100% Ml Unsuccessful 0%
Live Charts -~
. Incoming | | Outgoing
16.79% Outgoing [+
HITP 10 4.89% [ 0.12%
HITPS .. 4.78% [l 0-12%
HTP 9.76% [ o-2+%
O o T R e e o o [ o 22
Telnet 0.05% 0.05%
9 incoming 1 Outgoing swre oz7s | 11 5%
Average Packet Size: 1004 bytes POP3
s00m arsisme 771% [ o-19%
235103 067
IMAP4
2004 RTsp 3.95% [l 0.06%
12936511 I sp 3 I 3
loou 1715880
BitTorre. 023%
somssn 571784 smooa  c0ass
N 5. 2714746 1910675 760443 3339655 0 Exchange 0.03% 0.07%
061 o2 | 12052 | si3104 | 10251280 | 12811518 Over1sis 0%
— Cumulative Attempted — Cumulative Established — Current Attempted — Current Established
n ™
150 15w
™ ™
so0k sook
o 0
000000 000025 000S0  000I1S  O0DOT40 00005 000230 000255 000320 000345 000410 000435 000500 000525 000550 00081
Traffic Mix Data -~
e ey ey ey
m HTTP 1.0 880.85 Mbps. 2203 Mbps. 5.02%/ 5% 171664 o 171664
E HTTPS 1.0 861.26 Mbps. 21.85 Mbps. 491% /5% 87000 o 87004
m HTTP 1.1 1.76 Gbps. 4272 Mbps. 10.02% / 10% 341968 o 341968
m HTTPS 1.1 1.77 Gbps. 42.16 Mbps. 10.06% / 10% 172263 o 172265
FTP 1.73 Gbps. 39 Mbps 9.85% / 10% 68720 o 68720
E Telnet 896 Mbps 892 Mbps 0.1%/0.1% 24760 o 24760
SMTP 47.99 Mbps. 213 Gbps 12.08% / 12% 82378 o 82384
POP3 172 Gbps. 4436 Mbps. 9.81%/9.8% 323966 o 323972
E CIFS/SMB 1.39 Gbps. 3478 Mbps. 7.9% /8% 45596 o 45597
AP 161 Gbps 3585 Mops 012%/9% so08 o 60085
B e e R T — . ——
E SIP 540.76 Mbps. 539.34 Mbps. 6%/ 6% 289331 o 289509
BitTorrent 1.94 Gbps. 41.45 Mbps MN%/11% 51994 o 52394
Exchange 6.16 Mbps 11.84 Mbps 0.1%/0.1% 36224 o 36 486
Port to Subnet Mapping -
mn 10.1.0.2-10.1.0.254
172 10.1.1.2-10.1.1.254

= ©2018 Spirent Communications, Inc. Allrights reserved. Terms ofUse | Ver.18.1.0.1504
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cybeaflood CID TESTED

Throughput with Mixed Traffic - CF20 & Pt ey

never fell below 3% of 18 Ghps over the
total duration** of the test. Apgs and Protocols Transactions never fell below.
the specried gaal of 3% of Total Apps and Protocols Transactions over the
total duraton’* of the test
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Throughput with Mixed Traffic - CF20

Duration - hh:mim:ss
View Report
o) oo o ]v 100% =00:00:00 =

(& Download . )

v

I A=

RirA LANHRERRRELSFEE.

8 Traffic Mix (14) & Security Mix (0) (optional)

Traffic Mixer = Protocols (12), Apps (2) .C..C_:)
5 HTTP10 500 %
I HTTPS 1.0 500 %
15 HTTP 11 1000 %
15 HTTPS 11 1000 %
5 P 1000 %

Telnet 010 %
15 SMTP 12.00 %
POP3 980 %
i CIFS/SMB 800 %
IMAP4 9.00 %
15 RTSP 400 %
HE- L 6.00 %
BitTorrent 11.00 %
Exchange 0.10 %

Total 100 %



8 Traffic Mix (1) W Security Mix (0) (opricnal)

* m BitTorrent

Traffic Mixer = FIEIEIRS(E LT ] @
e * B HTTP1.0 [ 5o &

Drag to delete o % [E3 HTTPS 1.0 [ soof% &
% [E§ HTTP 1.1 | 1000/% &

% B HTTPS 1.1 [ 1000% &

B v “ows

x E Telnet % &

* [53 SMTP [ 1200f% &

pange % . POP3 [ om% &

s % jby CIFS/SMB [ soof% &

o % ' IMAP4 [ oo &

x [5 RSP [ 4% &

x T8 sip [ 600 &

&

&

E

x E" Exchange

Ctrl - Dragto
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Create Mix Scenario Profile

& s 2

Artacks Malware

Not Supported Not Supported

Cancel

# N App Scenarios



Create Mix Scenario Profile

App Scenarios Predefined App
Profiles
Cancel
Create Mix Scenario Profile
( Import Scenario )( Show Filters ) |search App Scenarios N
/ N/ N )
Business Systems Communication Games And Entertainment
367 1132 180
Adobe, Sharepoint, MYSQL ... Skype, IMAP , Jabber ... FarmVille, Battlefield, Mafla Wars ..
'd N7 N 7 ™
Miscellaneous Network Protocols P2p
2767 100 987
Fandango, eBay, Kayak ... Diameter, Telnet, Molbus _.. BitTorrent, Gnutella, eDonkey ...
¢ N7 N7 ™
Productivity Social Networking Streaming Media
379 1349 2457
Box, Drupal, Google Finance . Facebook, Twitter, Instagram .. Netflix, Youtube, Pandora ..
Cancel
18R wechat,
Create Mix Scenario Profile
( Import Scenario )( Show Filters ) wechat a
38 Found Filtering by: No Fliters are applled
- Client NAT
Scenario Name Encryption | Client Name Last Updated c—
‘WecChat: Login, send file and logout (01) “
BY ~dd to Profile \ W This scenario contains user-initiated operations of WeChat N/A WeChat 45011 | 06/27/2013 A4
b onaniPad. The user logs on to WeChat, selects a friend,
WecChat: Login, send file and logout (02)
&Y Add to Profile (W This scenario contains user-initiated operations of WeChat N/A WeChat 45011 | 06/27/2013 -
b  onaniPhone. The user logs on to WeChat, selects a friend,
WecChat: Login, chat, voice chat, video call and |___
B Add o Profile (W This scenario contains user-initiated operations of WeChat N/A WeChat 601 02/24/2015 -
b onaniPhone 5. The user logs on to WeChat, selects a
WecChat: Login, chat, voice chat, video calland |...
H . hdded ‘W This scenario contains user-initiated operations of WeChat N/A WeChat 6.0.1 02/24/2015 -
b  onaniPhone 4. The user logs on to WeChat, selects a
WecChat: Login, chat, voice chat, video call and |___
[BY ~dd o Profile This scenario contains user-initiated operations of WeChat N/A WeChat 6.1 04/09/2015 -
AR an iDhAna A Tha ncar Innc an ta Warhar calarrs 3 s
1 added
-

TR BEEMNG SIS d Add to Profile, 1R7F:4 Wechat App Profile,



Save App Profile

Scenarlos (1)
01  WeChat: Login, chat, voice chat, video call and logout (02)

Profile Name

| Wechat [spp Profile

Description {Optional) 140

New App Profile

4

JUBRNATE T RED=.

A Traffic Mix (15) G Security Mix (0) (oprionz)
Traffic Mixer » Protocols (12), Apps (3) @

15 HTTP 1.0 500 %

15 HTTPS 1.0 500 %

15 HTTP 11 10.00 %

5 HTTPS 1.1 10.00 %

Hlard 10.00 %

B Telnet 010 %

15 smTe 11.00 %

POP3 980 %

[ CIFs/sMB 8.00 %

IMAP4 900 %

155 RTSP 400 %

" s sP 600 %
Teinet / [ sitTorrent 11.00 %
&‘, Exchange 0.10 %

Wechat App Profile 100 %

Total 100 %
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4 Traffic Mix (15) & Security Mix (0) (optional)
Feel free to kick the tires and enjoy early access to this new feature

Security Mixer = Max Concurrent Sessions 1 I@I
| 7% Apps(0) & Attacks (0) (4) | ! Ak Malware (0) (4 i
! @ Apps @® Attacks @ Malware

or Drag Apps profile here or Drag Attacks profile here or Drag Malware profile here

o e

S

e

__________________________________________________ S

S5+ Attacks EINIER A

Create Mix Scenario Profile

Al & s a

Apps Attacks Malware

Not Supported Ehput with Mixed Not Supported
CyberSecurity

Cancel

Y& FF Attack Scenarios

Create Mix Scenario Profile

Attack Scenarios Predefined Attack
Profiles

Cancel



Create Mix Scenario Profile

Import Scenario

[search Attack Scenarios

3073 Found

E  Add Selected Scenario Name CVEID Severity Last Updared
Microsoft Internet Explorer Cross Frame Scripting Restriction __.

BN Add to Profile There is a vulnerability in the way Internet Explorer, a web browser 2004-2383 High 02/07/2018 | »
developed and maintained by Microsoft Corporation, handles interaction
Oracle Web Cache Unspecified Client Request Handling

BY ~dd ro Profile The Oracle Web Cache contains several vulnerabilities. These vulnerabilities 2004-0385 Moderate 02/07/2018 | w
enable attackers to falsify log data, to perform Cross-Site Scripting attacks
Microsoft showHelp Vulnerability

B Add ro Profile There is a vulnerability in the way Microsoft's HTML help system validates 2003-1041 High 02/07/2018 | w
chm files. The URI parameter to this system through the showHelp method
Microsoft Exchange OWA XSS and Spoofing Vulnerability

[BY Add to Profile There is vulnerability in Microsoft Outlook Web Access, a component of 2004-0203 Moderate 02/07/2018 | w
Microsoft Exchange, in the validation ef user input. This vulnerability could
Microsoft Windows Graphics Rendering Engine Buffer Overflow

BN Add to Profile A vulnerability exists in the Microsoft Windows Graphics Rendering Engine 2004-0209 High 02/07/2018 | »
Tha inilnarakiling avicte in tha ronfinas that handls tha narcine Af tha

Cancel
A \, x 3
18R Flash, #%ZI 51 #, ®FEHFRE.
Create Mix Scenario Profile
Import Scenario flash 3]
51 Found

B LR | Scenario Name CVEID Severity Last Updated
Adobe Flash Player Memory Corruption

[m} Added A code execution vulnerability exists in Adobe Flash Player 10 and the 2011-0609 High 02/07/2018 | w
authplay.dil file that ships with Adobe Reader and Acrobat X products. The
Adobe Flash Player MP4 File Memory Corruption

o Added A memory corruption vulnerability exists in Adobe Flash Player. The 2012-0753 High 02/07/2018 | w
vulnerability is due to insufficient validation of a user-supplied length value
Adobe Hash Player Shader Memory Corruption

o Added A code execution vulnerability exists in Adobe Flash Player. The vulnerability 2014-0515 High 02/07/2018 | w
is due to a memory corruption error while processing crafted Shader
Adobe Flash MP3 ID3 Tag Integer Overflow

o Added An integer overflow vulnerability has been reported in Adobe Flash. The 2015-5560 High 02/07/2018
vulnerability is due to an issue with parsing ID3 tag data. A remote attacker
Adobe Flash Player FileReference Type Confusion

o Added A type confusion vulnerability has been reported in Adobe Flash. This 2016-1105 High 02/07/2018 | w»

wilnerahilif ic die tn imnranar uslidafinn of nranartioc in EilaRofaranca

51

ded



Save Attacks Profile

Scenarlos (51)

01 Adobe Flash Player Memary Corruption "
02 Adobe Flash Player MP4 File Memory Corruption
02  Adobe Flash Player Shader Memory Corruption

04  Adobe Flash MP2 ID3 Tag Integer Overflow

05 Adobe Flash Player FileReference Type Confusion
06 Adobe Flash Player Rectangle Use After Free

07 Adobe Flash Player FLV Processing Buffer Overflow

LS
Profile Name
Attacks: Flash|
Description (Optional) 140

MNew Attacks Profile

Cancel - BGEVE

FIRERY, BRI,

Create Mix Scenario Profile

Al & s o

Apps Attacks Malware

Not Supported Not Supported

Cancel

Save Malware Profile

Scenarios (2)
01 Trojan-Downloader Win32 Banload yki
02 TrojanLlineage Gen.Pac3

Profile Name

Malware: Profile 1|

Description (Optional)

New Malware Profile

Cancel - NS




MBAME., BIARAFAE 1.

(& Traffic Mix (15) W Security Mix (2) (optiona)
Feel free to kick the tires and enjoy early access to this new feature.

Security Mixer » Max Concurrent Sessions 1 @I
ﬁ Apps (0) (+) & Amacks (1) (+) &. Malware (1) (+)
§ é § ﬂ Attacks: Flash [ é § ﬂ Malware: Profile 1 [4] ;
| ® Apps 1 1 |
or Drag Apps profile here
Traffic M actions Per

15K
10K
sK
o I Successful 100%
00:00:00 00:00:50 00:01:40 00:02:30 00:03:20 00:04:10 I Unsuccessful 0%
urity Mix Transactions
2K X
15K 1.5€
1K 1K
500 500

0 0 Il Not Blocked 100%

00:00:00 00:00:50 00:01:40 00:02:30 00:03:20 00:04:10 I Blocked 0%

Security Mix Data »

Attacks Data

——
69 105

I3 Atacks: Flash 338.2 Mbps 12.84 Mbps 69105

HetBeEE e e

Malware: Profile 1 620.22 Mbps 13.8 Mbps 27236 27 236

Malware Data




3. HTTP #HEMK

3% 3% HTTP Connection Per Second ##R, B iz

(®) TestBuilder + [# Profile Builder « == Projects B Library

Performance

HTTP Throughput 6\
Max HTTP Throughput HTTP Connections Per Second

Throughput with Mixed Traffic Create tests to achieve industry’s leading TCP state generation to confirm
connections per second.

DMS Performance

Network Traffic Replay
Why run this test?

Metwork Resiliency
Measure new connections

‘g’ Open hundreds of thousands of new connections per second to ensure

W % your DUT can handle the new connection rate of your network. Leverage
HTTP Open Connections HTTP as the protocol for added realism during this tast.

Max HTTP Connections Per

Second Test with stateful traffic
LT Connections Per Second ] The only way to truly test the state table of your DUT is to use a fully
LD staeru Tep trafic. Use fully emulated HTTP traffic supported by a fully

stateful TCP/IP stack to confirm the total capacity of the DUT.

Advanced Fuzzing

CyberSecurity Assessment
Y Y Build a New Test

Volumetric DDoS Attacks

Protocol DDoS Attacks

EEMXT, FW, EHER,



HTTP Connections Per Second 1

Load Specification:
Connections Per Second (824 K)

Fail test if:
Connections Per Second falls below 824 Debug Packet Trace

K by 1% OR Failed Transactions reach 3%
Off

Duration - hh:-mm:ss

P Joofi[os]i[oo] -

Client/Server M Brave (2 ports) )&

&u Client Subnets (1) (&) L &u Server Subnets (1) (%)

! 1 — i 1
1) IPv4 Sub__. (1 port) *1 w2 Virtual Routers = | @) 1Pv4 Sub_. (1 port) *!
= @ Virtual foptienal p 3 ¥ DUT nal L -
Pair
£} Client Network # B server Network ra
E IPv4 Max Segment: Fragment Reassembly Timer: : : IPv4 Max Segment: Port Randomization: OFF '
! IPv6 Max Segment: Port Range Lower Bound: ! IPVG Max Segment: Gratultous ARP- oM
! Delayed Ack: Port Range Upper Bound: ' Delayed Ack: Congestion Contral: oN
| Retries: 5 Port Randomization: || Delayed Ack Timeout: i
! Inactivity Timer: Gratultous ARP: i Retrles: 2 :
| Recelve Window: Congestlon Control ON i1 Inactivity Timer: i
i i 1 Recelve Window:
S HE I i

KWESIFE HTTP ESEL

ik HTTP 2z
HTTP Version 1.1
Client
Method GET
User-Agent Header Mozilla/4.0 {compatible MSIE 5.01; Windows NT)
Connection Type Separate Connections

Max Requests Per Connection 999

Max Connections Per Server 959

Server

Server Port (TCP) &0

Response Body Type Fixed/ASCIH

File Size 1 Bytes

Server Type Jetty/4.2 9rc2 (Sun05/5.8 sparc javal1.4.1_04)
ToS (HEX) 00

Connection Termination RST

Supplemental Settings

Security (SSL/TLS) OFF
Proxy NO
Authentication OFF

AT



4. A HTTP FHEMik

3%4% Max HTTP Connection Per Second iR A8 #k I 22 ~7 it .

(®) TestBuilder » | [ Profile Builider ~» @ @& Projects [ Library

Performance

HTTP Throughput ;&

Max HTTP Throughput Max HTTP Connections Per Second

Throughput with Mixed Traffic Create tests to achieve industry’s leading TCP state generation to confirm the

maximum connections per second.
DNS Performance

Metwork Traffic Replay
Why run this test?

Network Resiliency
Measure maximum new connections

K=’ Open thousands to millions of new connections per second o ensure your
—

Y % DUT can handle the new connection rate of your network. Leverage HTTP
HTTP Open Connections as the protocol for added realism during this test.

Max HTTP Connections Per

Second Test with stateful traffic
HTTP Connactions Per Second g The only way to truly test the state table of your DUT is to use a fully
LA stateful TCP traffic. Use fully emulated HTTP traffic supported by a fully

stateful TCP/IP stack to confirm the total capacity of the DUT.

Advanced Fuzzing

CyberSecurity Assessment
i Y Build a New Test

Vaolumetric DDoS Attacks

Protocol DDoS Attacks

EEEMEHBS, FM, mOFRE.

ARINPERE A— M0 100 T, RIFELFRREFELRE.
BITWRFHRRER.

Max HTTP Connections per Second Test 1

Test Criteria Charts -~

Load Specification

Load ——— LiveConnections --®-- CPS FailLine
&M m &M
am 4am
M 2M
o o
00:00:00 00:00:25 00:00:50 00:01:15 00:01:40 00:02:05 00:02:30 00:02.55 00:03:20 00:03:45 00:04:10 00:04:35 00:05:00

Live Charts ~



5. MK : Bash 55 RiH

Bash #5%iRiA (Shell Shock) i &) V2 B & GtiRIA, CVSS 5N 10
g, fEEME NG .

Bash /& Linux F T 2 A8 I — 3K T 6l 259t TR, SFECZIRI R W\
TR [, 24 HTTP R4S TFIL CGT AR %5 sk HoAthtth 75 51 H bash i nf B 5
FOn R A AT IR . T ERm KR40~ Readhat. Centos. Ubuntu. Debian.
Suse Z L Linux #1E RS

TR E T L EERBAE: RN T bash JREIRSS . /. 2aPuiA A CGT P47
bash J& ] U dr & @AEHAT RS ar<, IR BARIH R G & [ shell Z
JEREAT N EE . Y. B, ST .

CyberFlood H Bash shell shock A9#i&

A command execution vulnerability exists in GNU Bash. The
vulnerability is due to a failure in handling environment variables.
A remote attacker can exploit this vulnerability by interacting with
an application that uses Bash environment variables. If an attacker
can control the value of an environment variable, then command
execution can be achieved in the context of the application using the
environment variable.

W T EIRET
Ett =l
Severity |(Critical
“CVE ID” |2014-6271


file://///vmware-host/Shared%20Folders/spirent/00.SD/2017/cyber%20range/cyberrange_doc/build/html/attack/attack_bash_shell_shock.html%23id2

IS G i 1 pu

GNU Bash Environment Variable Handling Command..

Description

A command execution vulnerability exists in GNU Bash. The vulnerability is due to a failure in

handling environment variables. A remote attacker can exploit this vulnerability by interacting

with an application that uses Bash environment variables. If an attacker can control the value

of an environment variable, then command execution can be achigved in the context of the

application using the environment variable.

F CyberFlood {5E CVE 2014-6271 Bi

1. % bash MRAAdr, B2 KR

£ Atacks

Attack Scenarlos *

Import Scenario

7 Found

=l Add Selected Scenario Name

WY Add to Profile B

WY Add 1o Profile
WY Add to Profile B

WY Add 1o Profile
WY Add to Profile
-

GNU Bash Environment Variable Handling Command Ex__
A command execution vulnerability exists in GNU Bash. The
vulnerability is due to a failure in handling environment

Bash Shellshock (CVE 2014-6277)
GNU Bash through 4.3 bash43-026 does not properly parse
function definitions in the values of environment variables,

Bash Shelishock (CVE 2014-6278)
GNU Bash through 4.3 bash43-026 does not properly parse
function definitions in the values of environment variables,

Bash Shelishock (CVE 2014-7169)
GNU Bash through 4.3 bash43-025 processes trailing
strings after certain malformed function definitions in the

Bash Shellshock (CVE 2014-7186)
The redirection implementation in parse.y in GNU Bash
through 4.3 bash43-026 allows remote attackers to cause a

Rash Shellshock (CVF 2014-7187

2. BE VLR R R SR

bash

OVEID

2014-6271

2014-6277

2014-6278

2014-7169

2014-7186

Severity

Critical

High

High

High

High

Last Updated

09/30/2014 | +

01/12/2016 | w

01/12/2016 | +

0112/2016 | w

0171272016 | w

Fz‘l Wiew Cal

Severity
Updated
CVEID
Secunia
Bugtrag
MNAT Support
Created By



cybexflood

CALLFLOW: GNU Bash Environment Variable Handling Command Execution

Summary

ID: 04.2014.05.20140524-07

Description: A command execution vulnerability exists in GNU Bash. The wulnerability is due to a failure in handling environment variables. A
remote attacker can exploit this vulnerability by interacting with an application that uses Bash environment variables. If an attacker
can control the value of an environment variable, then command execution can be achieved in the context of the application using
the environment variable.

Category: Aracks

Hosts: 2

Steps: 5

host_0 (v4) host_1 (v4)

172.16.8.209 172.16.8150

FTTP_GET_CLIENT_SEND.GET 1
CGI-BINTSL-TEST () (TS

¥, ECHO TELUS SECURITY LA
BS'> MMP/TSL

HTTP_GET_SERVER_RECEIVE,GE
TICGLBINITSLTEST 0.(T

SL}; ECHO TELUS SECURITY
LABS' = TMP/TSL

HTTP_SERVER_SERDHTTR/LT
200 K (TEXT/HTMLY

HTTP_CLIENT_RECEIVE HTTP/
1200 0K (TEXT/HTML)

B & Cyber Security Assessment, &KiZEX(d:
1. ) BW— I profile,

Save Attacks Profile

Scenarios (1)
01  GNU Bash Environment Variable Handling Command Execution

Profile Name
Artacks Profile - 201 4-6271|

Description (Optienal)

New Attacks Profile




2. ) BCE Cyber Security Assessment, 38 Attack Profile 2014-6271 MZiH#4

F 410 detect BT,
i & subnet FIRX %,

Client IP #iiiFSEE 4.3.2.10 - 4.3.2.209, M3 4321,
Server IP #iFSEE 192.168.10.10 - 192.168.10.209, M3 192.168.10.1,

o

o

IPv4 Subnet Profile Editor

The First Address * 43210 !

#

200

CXDo

Count

Force Server IP
Count

Default Gateway m

P N 4321

» Advanced Settings
Static Routing + Add Static Routing

VLAN +Add VLAN

Cancel - (@VEICEZENY

-

Save as Separate Profile

3.) IEFEBAFI AN o FTHHHMAL 1L T

CyberSecurity Assessment - CVE 2014-6271

®

U  Avtacks profile - 20146271 % | Enable PCAP
Start Delay ' ® H Attacks Frofie H Background Traffic
Apps, Attacks & Malware | ;
’ El Sec ! : . DES @«
L i L I Test Criteria

Select Scenario Groups C’

Test Mode Both Directiens

L Client Subnets (1)
(@ IPv4Sub_ (1port) i

Scenario profiles
Prevent Scenarios O total / 0 selected

Detect Scenarios 1 total / 1 selected

& Atacks Profile - 2014-6271 1 total / 1 selected
-

4. ) BTN, EBER.

Select Scenario Groups )
Test Queue | W 32_34_Q4 (2 ports) B
———————————
.

JED Enable NAT

-
g

e
L

[JHide not selected

[JHide not selected

~

&

&% Server Subnets (1)
'@ 1Pv4 sub_. (1 port) %



View R
5 - 00:00:00

A, Download

Client to Server: 1 of 1 scenarios sent

Test Configuration v
Scenarios ~
Prevent Scenarios: (0) ~
Detect Scenarios: (1) ~
& Amacks Profile - 2014-6271 (1) success(1) 100% (D 0% ailure (0) ~

- Client To Server Start Client to Server
‘Scenario Name Category — Compute Group Client IP Server IP
GNU Bash Envirenment vanable Handling Command Attacks 7:09:50 PM 106132381113 43210 192.168.10.10 Success =
Execution
N a— p—
\
5. ) THEBITHRC
& Amacks Profile - 2014-6271 (1) success(1) 100% (D 0% Failure (0) ~
. Client To Server Start Client 1o Server

Scenario Name Category = Compute Group Client 1P Server IP
ENU ?’35" EpACarEReNE e iarding Cagerand Attacks 7-09:50 PM 106132381113 43210 1921681010

SECLHON B View Callflow

L, Download
Pcap
6.) bk
Ho. Time Source Destination Protocol Length Info

1 .000060 4.3.2.10 192.168.18.10 TCP 58 1024 + 88 [SYN] Seq=8 Win=2048 Len=8 WS=512

2 9.911997 192.168.18.18 4.3.2.10 TCP 60 89 + 1024 [SYN, ACK] Seq=B Ack=1 Win=2048 Len=8 WS=512

39.023010 4.3.2.10 192.168.108.10 TCP 54 1024 » 88 [ACK] Seq=1 Ack=1 Win=1848576 Len=0

40.023010 4.3.2.10 192.168.18.10 HTTP 150 GET /cgi-bin/tsl-test () { tsl;}; echo 'TELUS Security Labs' > /tmp/TSL

5 9.935080 192.168.18.18 4.3.2.10 TCP 60 89 + 1024 [ACK] Seq=1 Ack=97 Win=1848576 Len=0

6 ©.935080 192.168.18.18 4.3.2.10 TCP 229 88 + 1824 [PSH, ACK] Seq=1 Ack=97 Win=1848576 Len=175 [TCP segment of a reassembled PDU]
7 9.047013 4.3.2.10 . . TCP 54 1824 » 8@ [ACK] Seq=97 Ack=176 Win=1848576 Len=@

> 8@ [RST, ACK ! 76 Len-@

1024 [RST, ACK] Seg=17 ! 6 Len=0

PREE— S VER S K URL N



Wireshar ; ream eq 0) - 0_al_out

GET /cgi-bin/tsl-test () { tsl;}; echo 'TELUS Security Labs® > /ftmp/TSL
Host: 192.168.18.10

HTTP/1.1 288 0K

Date: Thu, 25 Sep 2814 19:37:16 GMT
Server: Apache/2.2.22 (Ubuntu)
Vary: Accept-Encoding

Connection: close

Content-Type: text/html

TELUS Security Labs

3 oW S 3 EFE A8 3 turnisl

|Entire conversation (271 bytes) "| Eﬁ?*ﬂ‘l‘%#ﬁ#ﬁﬁ ﬁ
T | | BT W]
| rﬁgﬂitfﬁ | | ﬂ-Eﬂ | | Save as'" | | )EE] | | Close | | Help |

7.) NEIFAHIRC ms1 AF, EEHM.

£ Attacks

Artack Scenarlos x

Import Scenario bash

7 Found

N Add Selected JE-TT SR TR CVEID Severity Last Updated

GNU Bash Environment Variable Handling Command Ex_..

WY Add to Profile B A command execution vulnerability exists in GNU Bash. The 2014-6271 Critical 12/25/2017 | w

vulnerability is due to a failure in handling environment

View Califlow [E]
Bash Shellshock (CVE 2014-6277)

WY Add to Profile E GNU Bash through 4.3 bash43-026 does not properly parse 2014-6277 Hi| Download MSL 3

function definitions in the values of environment variables, T T

WA SRR ITIT ms1, BE LR,



steps {
HTTP = tcp(src: &host_@, dst: &host_1, dst_port: 28)

# GET /cgi-bin/tsl-test () { tsl;}; echo 'TELUS Security Labs' > /tmp/TSL
HTTP_GET_Client_Send = HTTP.client_send {

# http|Hypertext Transfer Protocol

struct [

"GET /cgi-bin/tsl-test () { tsl;}; echo \'TELUS Security LabsY' > /tmp/TSL%r\n"

"Host: #{@HTTP.dst_ip}irin"

vrin™

}

# GET /fcgi-bin/tsl-test () { tsl;}; echo 'TELUS Security Labs’ > /tmp/TSL
HTTP_GET_Server_Receive =

= HTTP_GET_Client_Send.server_receive
# HTTP/1.1 2088 OK (text/html)
HTTP_Server_Send = HTTP.server_send {

# http|Hypertext Transfer Protocol

struct [
"HTTP/1.1 28@ OK\rin"
"Date: Thu, 25 Sep 2814 19:37:16 GMT\rin"
"Server: Apache/2.2.22 (Ubuntu)}irin"
"Vary: Accept-Encoding\rin”
"Connection: close\r\n”
"Content-Type: text/htmlir\n”

vrin™

content_1 = "TELUS Security Labs‘n"

2. WMZL snort [Jj kBG4 2

PfSense 0] LLZ23E snort By k8. i Services —> Snort —> Alerts
& Snort 4 HE. AJLLES] snort 52N INESCAPED SPACE IN
HTTP URI A1 INVALID CONENTE-LENGTH OR CHUNK SIZE .

LU snort AR X AN Bedr . & FIeiEd . X T#lly, X
fe - MREFRIEA T BN R P2, P2 R 50 B8
I FERLI T N B TCVE R %l

Services / Snort/ Alerts

e
Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync
—
Alert Log View Settings
Interface to Inspect WAN e [ Auto-refresh view 250
Choose interface. Alert lines to display.
Alert Log View Filter (+]

Last 250 Alert Log Entries

Date Pri Proto Class

" Source IP SPort  DestinationlP  DPort  SID  Deseription

20171225 3 TcP Unknown Traffic 43210 1024 1921681010 80 120:8  (http_inspect) INVALID CONTENT-LENGTH OR
01:26:19 Q Q X CHUNKSIZE

20171225 3 TcP Unknown Traffic 192.168.10.10 80 43210 1024 119:32 (http_inspect) SIMPLE REQUEST

01:26:19 Q Q x

20171225 3 TcP Unknown Traffic 43210

1024 192.168.10.10 80 119:33  (http_inspect) UNESCAPED SPACE IN HTTP URI
01:26:19 Q Q x



3. WZZ suricata [f)45 %
AL T SELKS W& [#) suricata, FRASAZ 4.0.0.
1.) il SELKS §) Kibana B3| —2%2% 4 HE, ERVE IP & 4.3.2. 10,
HFF IP & 192. 168. 10. 10, H A& 80, HEERBL L ET

WEB SERVER Possible CVE-2014-6271 Attempt in HTTP Version
Number

SN ALERT-EventsList

1-10f1
Time EveBox Scirius alert.category sreip sre_port proto dest_ip dest_port alert.signature alert.signature._id
» December 25th 2017, 17:26:33.827 CorrelateFlo G an  Amempted Administr 4.3.2.10 1,024 TCP 192.168.10.1 80 ET WEB_SERVER Possi 2,019,236
w ator Privilege Gain 0 ble CVE-2014-6271 Att
emptin HTTP Version

Number

2.) My Complete Signature View TG HARMMA T HRSEHNI,

References

ET WEB_SERVER Possible CVE-2014-6271 Attempt in HTTP Version Number

 Url: blogs.akamai.com/2014/09/environment-

bashing.html
Statistics Information History
Definition
alert tcp -> (msg:"ET WEB_SERVER Possible CVE-2014-6271 Attempt in HTTP Version Number”; flow:established,to_server; content:"|20
28 29 2@ 7b|"; fast_pattern:only; pere:”/~["\s]+\s+[*\s]+\s+\x28\x29\x28\x7b[ "\r\n]*2\r?$/m"; reference:url,blogs.akamai. com/2014/09/environment-bashing. html; class
type:attempted-admin; sid:2019236; rev:3; metadata: 2014_89_25, 2014_89_253)

3.) W, XA ENETE ) 20 28 29 20 7h/. X
suricata igyk, BEIfEE raw bytes. X5 PNFEWHMN  “ () { %

4.) i Statistics, EHEZMMAIGE. BIAE 24 5 A0 25 5 # i
i, RN BAT SR X SR B e R S R A R R e
Sk, BRI GHERE.



References

ET WEB_SERVER Possible CVE-2014-6271 Attempt in HTTP Version Number

 Url: blogs.akamai.com/2014/09/environment-

Dbashing.htm!
Statistics. Information History
Hits by host (last 24h) fo Source P (last 24h) e Destination IP (last 24h) o]
Host = Count = Host = Count = Actions =~ Host = Count = Actions =~
SELKS L3 4.3.2.10 6 +% 192.168.10.10 3 +x
192.168.20.2 3 +x
Activity (last 24h) &
@ SELKS
1.0,
08
06
04
0.2
0.0
12/24 20:49 12/24 2258 12/2501:08 12125 03:17 12425 05:27 12125 07:37 12/25 09:46 12/25 11:56 12/25 14.05 12/26 16:15 12/2518:25

5.) A% Kibana, & — F Suricata FIHELIATXE S HUE 2 3R SC o

SN ALERT-EventsList
1-1of1 < 3
Time EveBox Seirius alertcategary sreip are_port proto destip dest_port slertsignature alertsignature. id

+  December 25th 2017, 17:26:33.827

Aetempred Administrat 43210 1024 Tce 182188101 80 ETWEB_SERVER Possible CVE 2,019,236
or Privilege Gain 0 20146271 Arrempt in HTTP
Version Number

Tsble 15O g
© etimestamp @ QT # December 25th 2017, 17:26:33.827

t eversion aqm* 1

+ Evebox @ QD # Correlate Flow

s Seirius @ &M% Complete Signature View

t _id @ QM * AWH_SIYPTOGKGXOLTre

t _index @ @M # Togstash-alert-2017.12.25

+ _score m* -

t _type e am# seks

t alert.action @am* allowed

t alert. category @ @M # Attempred adwinistrator Privilege Gain

# alert.gid aam# 1

# alert.rev aam* 3

s alert.severity aam* 2

t alert.signature @ 6 M % ET WEB_SERVER Possible CVE-2014-5271 Attempt in HTTP Version Number
# alert.signature_id aam* 2,009,235

http method #& GET, payload printable HJWN &k 1 HiN.

SN ALERT-EventsList

t  http.http_method @ QM % GET
t  http.http_response_body @ Q@ M % VEWVWMgU2VidXIpdHkgTGFicwo=
t http.http_response_body_printable @ @ (T % TELUS Security Labs
# http.length QQm#* 20
t http.protocol @ QM * O {tsl;}; echo "TELUS Security Labs® » /tmp/TSL
# http.status @ QM % 200
t htep.url @ @ M % /cgi-bin/tsi-test
t in_iface @ @ M % ens224
t packet @ Q [0 % AAWpgof7kOKENOJVC. k+CLFVHdS1AQCABQUQAAAAAAAAAA
# packet_info.linktype Qam* 1
t path @ @ M % /var/log/suricata/eve.json
t payload @ @ M % ROVUIC93Z2ktYmlul3RzbC10ZXNOICgpIHsgdHNs0307IGV]aGBgI1RFTFVTIFNTY3VyaXR5 IExhYnMnID4gL 3Rt cCIUUOWNC khvc3QETDESM 1 4xN 3 guMTAUMTANC gOK.
t payload_printable @ @ M % GET /cgi-bin/tsl-test () { ts1;}; echo "TELUS Security Labs' » /tmp/TSL
Host: 192.168.10.10
t proto Qam* TP
t srcip QQm#* 4.3.2.10
# src_port @Qma* 1,024
# stream aam* 1
t tags @ @ M * _geoip_lookup_failure
O timestamp @ Q (M % December 25th 2017, 17:26:33.827

t type @ @ @ % SELKS
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