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实验目的
三个交换机下联可以实现接入网络802.1x校验radius用户名密码
S5720，802.1x认证实验步骤
只需在一台交换机配置

步骤一：创建并配置radius服务器模板‘r1’
	[switch]radius-server template rd1
[Switch-radius-rd1] radius-server authentication 192.168.1.3 1812
[Switch-radius-rd1] radius-server shared-key cipher aaa
[Switch-radius-rd1] quit



步骤二：创建AAA认证方案‘abc’并配置认证方式为radius
	[Switch] aaa
[Switch-aaa] authentication-scheme abc
[Switch-aaa-authen-abc] authentication-mode radius
[Switch-aaa-authen-abc] quit



步骤三：创建认证域‘huawei.com’，并绑定AAA认证方案‘abc’与radius服务器模板‘rd1’
	
[Switch-aaa] domain huawei.com
[Switch-aaa-domain-huawei.com] authentication-scheme abc
[Switch-aaa-domain-huawei.com] radius-server rd1
[Switch-aaa-domain-huawei.com] quit
[Switch-aaa] quit



测试用户是否能够通过RADIUS模板的认证。（已在RADIUS服务器上配置了测试用户test，用户密码testpwd）
	[Switch] test-aaa test testpwdradius-template rd1
Info: Account test succeed.



步骤四：配置802.1X接入模板“d1”
	[Switch] dot1x-access-profile name d1
[Switch-dot1x-access-profile-d1] quit



步骤五：配置认证模板“p1”，并在其上绑定802.1X接入模板“d1”、指定认证模板下用户的强制认证域为“huawei.com”、指定用户接入模式为多用户单独认证接入模式、最大接入用户数为100。
	[Switch] authentication-profile name p1
[Switch-authen-profile-p1] dot1x-access-profile d1
[Switch-authen-profile-p1] access-domain huawei.com force
[Switch-authen-profile-p1] authentication mode multi-authen max-user 100
[Switch-authen-profile-p1] quit



步骤六：在接口GE1/0/2上绑定认证模板“p1”，使能802.1X认证。
	[Switch] interface gigabitethernet 1/0/2
[Switch-GigabitEthernet1/0/2] authentication-profile p1
[Switch-GigabitEthernet1/0/2] quit





步骤七：在下联口配置透传（下级需上下联口都配置透传）

方法一：
	l2protocol-tunnel user-defined-protocol 802.1x protocol-mac 0180-c200-0003 group-mac 0100-0000-0002

	l2protocol-tunnel user-defined-protocol 802.1x enable



方法二：
系统视图执行命令
	
undo bpdu mac-address 0180-c200-0000 ffff-ffff-fff0
bpdu mac-address 0180-c200-0000 FFFF-FFFF-FFFE
bpdu mac-address 0180-c200-0002 FFFF-FFFF-FFFF
bpdu mac-address 0180-c200-0004 FFFF-FFFF-FFFC
bpdu mac-address 0180-c200-0008 FFFF-FFFF-FFF8





交换机实验环境配置






Win10开启802.1x

[bookmark: _GoBack][image: ]
//打开服务列表

[image: 捕22获]
//找到“Wired AutoConfig”与“WLAN Autoconfig”并右击开启
[image: 072672cf69963d70a3155b982cd08ee]
//   控制面板|网络和 internet|网络连接 网卡开启802.1x
[image: 7aba29f8bca48bc5ef5a697bbaeae4e]
//输入radius用户名密码
[image: eada5c3b4abd573491ee0e735d9a242]
//认证成功
[image: 2809e132fab69c3e4adf0cbf7dbda17]

sw3.txt
!Software Version V200R010C00SPC600

#

sysname HUAWEI

#

vlan batch 10 20 50

#

l2protocol-tunnel user-defined-protocol 802.1x protocol-mac 0180-c200-0003 group-mac 0100-0000-0002

#

authentication-profile name default_authen_profile

authentication-profile name dot1x_authen_profile

authentication-profile name mac_authen_profile

authentication-profile name portal_authen_profile

authentication-profile name dot1xmac_authen_profile

authentication-profile name multi_authen_profile

#

diffserv domain default

#

radius-server template default

#

free-rule-template name default_free_rule

#

portal-access-profile name portal_access_profile

#

drop-profile default

#                                         

aaa

 authentication-scheme default

 authentication-scheme radius

  authentication-mode radius

 authorization-scheme default

 accounting-scheme default

 local-aaa-user password policy administrator

  password expire 0

 domain default

  authentication-scheme radius

  radius-server default

 domain default_admin

  authentication-scheme default

 local-user admin password irreversible-cipher $1a$]=W(MwSk{B$%f7d#[AzFK$S{(4LN`]U_@K\;j)L%V$}CGP['%UO$

 local-user admin privilege level 15

 local-user admin service-type terminal http

#

interface Vlanif1

#

interface MEth0/0/1

#

interface GigabitEthernet0/0/1

#

interface GigabitEthernet0/0/2            

#

interface GigabitEthernet0/0/3

#

interface GigabitEthernet0/0/4

#

interface GigabitEthernet0/0/5

#

interface GigabitEthernet0/0/6

#

interface GigabitEthernet0/0/7

#

interface GigabitEthernet0/0/8

#

interface GigabitEthernet0/0/9

#

interface GigabitEthernet0/0/10

#

interface GigabitEthernet0/0/11

#

interface GigabitEthernet0/0/12

#

interface GigabitEthernet0/0/13

#

interface GigabitEthernet0/0/14           

#

interface GigabitEthernet0/0/15

#

interface GigabitEthernet0/0/16

#

interface GigabitEthernet0/0/17

#

interface GigabitEthernet0/0/18

#

interface GigabitEthernet0/0/19

#

interface GigabitEthernet0/0/20

#

interface GigabitEthernet0/0/21

#

interface GigabitEthernet0/0/22

#

interface GigabitEthernet0/0/23

#

interface GigabitEthernet0/0/24

#

interface GigabitEthernet0/0/25

#

interface GigabitEthernet0/0/26           

#

interface GigabitEthernet0/0/27

#

interface GigabitEthernet0/0/28

#

interface GigabitEthernet0/0/29

#

interface GigabitEthernet0/0/30

#

interface GigabitEthernet0/0/31

#

interface GigabitEthernet0/0/32

#

interface GigabitEthernet0/0/33

#

interface GigabitEthernet0/0/34

#

interface GigabitEthernet0/0/35

#

interface GigabitEthernet0/0/36

#

interface GigabitEthernet0/0/37

#

interface GigabitEthernet0/0/38           

 port link-type trunk

 port trunk allow-pass vlan 2 to 4094

 l2protocol-tunnel user-defined-protocol 802.1x enable

#

interface GigabitEthernet0/0/39

#

interface GigabitEthernet0/0/40

 port link-type access

 port default vlan 20

 l2protocol-tunnel user-defined-protocol 802.1x enable

#

interface GigabitEthernet0/0/41

#

interface GigabitEthernet0/0/42

 port link-type trunk

 port trunk allow-pass vlan 10 20 50

#

interface GigabitEthernet0/0/43

#

interface GigabitEthernet0/0/44

#

interface GigabitEthernet0/0/45

#

interface GigabitEthernet0/0/46           

#

interface GigabitEthernet0/0/47

#

interface GigabitEthernet0/0/48

 port link-type access

 port default vlan 50

 l2protocol-tunnel user-defined-protocol 802.1x enable

#

interface XGigabitEthernet0/0/1

#

interface XGigabitEthernet0/0/2

#

interface XGigabitEthernet0/0/3

#

interface XGigabitEthernet0/0/4

#

interface NULL0

#

user-interface con 0

 authentication-mode aaa

user-interface vty 0 4

user-interface vty 16 20

#

dot1x-access-profile name dot1x_access_profile

#

mac-access-profile name mac_access_profile

#

return
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sw1.txt
!Software Version V200R011C10SPC600

#

sysname HUAWEI

#

vlan batch 10 20 30 50

#

authentication-profile name default_authen_profile

authentication-profile name dot1x_authen_profile

authentication-profile name mac_authen_profile

authentication-profile name portal_authen_profile

authentication-profile name dot1xmac_authen_profile

authentication-profile name multi_authen_profile

authentication-profile name p1

 dot1x-access-profile d1

 access-domain huawei.com force

authentication mac-move enable vlan all

authentication mac-move detect enable

#

domain huawei.com

#

radius-server template default

radius-server template rd1

 radius-server shared-key cipher %^%#'["]FoYyr853tk0Li8x8AC'Q-0(4L7ds6T$0XAgL%^%#

 radius-server authentication 192.168.1.3 1812 weight 80

#                                         

pki realm default

 certificate-check none

#

free-rule-template name default_free_rule

#

portal-access-profile name portal_access_profile

#

aaa

 authentication-scheme default

 authentication-scheme radius

  authentication-mode radius

 authentication-scheme abc

  authentication-mode radius

 authentication-scheme unified-mode

 authorization-scheme default

 accounting-scheme default

 local-aaa-user password policy administrator

  password history record number 0

  password expire 0

 domain default

  authentication-scheme radius

  radius-server default

 domain default_admin

  authentication-scheme default           

 domain huawei.com

  authentication-scheme abc

  radius-server rd1

 local-user admin password irreversible-cipher $1a$JJ2/L![w<<$}iug,})#+M@=T~S1|hU)Mhg%ZI`gA',SuQ*hrI@3$

 local-user admin privilege level 15

 local-user admin service-type terminal http

#

interface Vlanif1

#

interface Vlanif10

 ip address 192.168.1.1 255.255.255.0

#

interface MEth0/0/1

#

interface GigabitEthernet0/0/1

#

interface GigabitEthernet0/0/2

#

interface GigabitEthernet0/0/3

#

interface GigabitEthernet0/0/4

#

interface GigabitEthernet0/0/5

#                                         

interface GigabitEthernet0/0/6

#

interface GigabitEthernet0/0/7

#

interface GigabitEthernet0/0/8

#

interface GigabitEthernet0/0/9

#

interface GigabitEthernet0/0/10

#

interface GigabitEthernet0/0/11

#

interface GigabitEthernet0/0/12

#

interface GigabitEthernet0/0/13

#

interface GigabitEthernet0/0/14

#

interface GigabitEthernet0/0/15

#

interface GigabitEthernet0/0/16

#

interface GigabitEthernet0/0/17

#                                         

interface GigabitEthernet0/0/18

#

interface GigabitEthernet0/0/19

#

interface GigabitEthernet0/0/20

#

interface GigabitEthernet0/0/21

#

interface GigabitEthernet0/0/22

#

interface GigabitEthernet0/0/23

#

interface GigabitEthernet0/0/24

#

interface GigabitEthernet0/0/25

#

interface GigabitEthernet0/0/26

#

interface GigabitEthernet0/0/27

#

interface GigabitEthernet0/0/28

#

interface GigabitEthernet0/0/29

#                                         

interface GigabitEthernet0/0/30

#

interface GigabitEthernet0/0/31

#

interface GigabitEthernet0/0/32

#

interface GigabitEthernet0/0/33

#

interface GigabitEthernet0/0/34

#

interface GigabitEthernet0/0/35

#

interface GigabitEthernet0/0/36

#

interface GigabitEthernet0/0/37

#

interface GigabitEthernet0/0/38

 port link-type trunk

 port trunk allow-pass vlan 10 20

 authentication-profile p1

#

interface GigabitEthernet0/0/39

#

interface GigabitEthernet0/0/40           

#

interface GigabitEthernet0/0/41

#

interface GigabitEthernet0/0/42

#

interface GigabitEthernet0/0/43

#

interface GigabitEthernet0/0/44

 port link-type access

 port default vlan 30

 authentication-profile p1

#

interface GigabitEthernet0/0/45

#

interface GigabitEthernet0/0/46

 port link-type trunk

 port trunk allow-pass vlan 2 to 4094

 authentication-profile p1

#

interface GigabitEthernet0/0/47

 port link-type access

 port default vlan 10

#

interface GigabitEthernet0/0/48           

#

interface XGigabitEthernet0/0/1

#

interface XGigabitEthernet0/0/2

#

interface XGigabitEthernet0/0/3

#

interface XGigabitEthernet0/0/4

#

interface NULL0

#

user-interface con 0

 authentication-mode aaa

user-interface vty 0 4

user-interface vty 16 20

#

dot1x-access-profile name dot1x_access_profile

dot1x-access-profile name d1

dot1x-access-profile name rd1

#

mac-access-profile name mac_access_profile

#

return
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sw2.txt
!Software Version V200R011C10SPC600

#

sysname HUAWEI

#

vlan batch 10 20 50

#

authentication-profile name default_authen_profile

authentication-profile name dot1x_authen_profile

authentication-profile name mac_authen_profile

authentication-profile name portal_authen_profile

authentication-profile name dot1xmac_authen_profile

authentication-profile name multi_authen_profile

#

l2protocol-tunnel user-defined-protocol 802.1x protocol-mac 0180-c200-0003 group-mac 0100-0000-0002

#

radius-server template default

#

pki realm default

 certificate-check none

#

free-rule-template name default_free_rule

#

portal-access-profile name portal_access_profile

#

aaa                                       

 authentication-scheme default

 authentication-scheme radius

  authentication-mode radius

 authorization-scheme default

 accounting-scheme default

 local-aaa-user password policy administrator

  password history record number 0

  password expire 0

 domain default

  authentication-scheme radius

  radius-server default

 domain default_admin

  authentication-scheme default

 local-user admin password irreversible-cipher $1a$rS$+IU>uVN$b8bsRfe~:Im`,5&$5<|#iqZ,I0y+mTeSaRI<s*|U$

 local-user admin privilege level 15

 local-user admin service-type terminal http

#

interface Vlanif1

#

interface MEth0/0/1

#

interface GigabitEthernet0/0/1

#

interface GigabitEthernet0/0/2            

#

interface GigabitEthernet0/0/3

#

interface GigabitEthernet0/0/4

#

interface GigabitEthernet0/0/5

#

interface GigabitEthernet0/0/6

#

interface GigabitEthernet0/0/7

#

interface GigabitEthernet0/0/8

#

interface GigabitEthernet0/0/9

#

interface GigabitEthernet0/0/10

#

interface GigabitEthernet0/0/11

#

interface GigabitEthernet0/0/12

#

interface GigabitEthernet0/0/13

#

interface GigabitEthernet0/0/14           

#

interface GigabitEthernet0/0/15

#

interface GigabitEthernet0/0/16

#

interface GigabitEthernet0/0/17

#

interface GigabitEthernet0/0/18

#

interface GigabitEthernet0/0/19

#

interface GigabitEthernet0/0/20

#

interface GigabitEthernet0/0/21

#

interface GigabitEthernet0/0/22

#

interface GigabitEthernet0/0/23

#

interface GigabitEthernet0/0/24

#

interface GigabitEthernet0/0/25

#

interface GigabitEthernet0/0/26           

#

interface GigabitEthernet0/0/27

#

interface GigabitEthernet0/0/28

#

interface GigabitEthernet0/0/29

#

interface GigabitEthernet0/0/30

#

interface GigabitEthernet0/0/31

#

interface GigabitEthernet0/0/32

#

interface GigabitEthernet0/0/33

#

interface GigabitEthernet0/0/34

#

interface GigabitEthernet0/0/35

#

interface GigabitEthernet0/0/36

#

interface GigabitEthernet0/0/37

#

interface GigabitEthernet0/0/38           

 port link-type trunk

 port trunk allow-pass vlan 2 to 4094

 l2protocol-tunnel user-defined-protocol 802.1x enable

#

interface GigabitEthernet0/0/39

#

interface GigabitEthernet0/0/40

#

interface GigabitEthernet0/0/41

#

interface GigabitEthernet0/0/42

 port link-type trunk

 port trunk allow-pass vlan 10 20 50

#

interface GigabitEthernet0/0/43

#

interface GigabitEthernet0/0/44

#

interface GigabitEthernet0/0/45

#

interface GigabitEthernet0/0/46

 port default vlan 20

#

interface GigabitEthernet0/0/47           

 port link-type trunk

 port trunk allow-pass vlan 2 to 4094

 l2protocol-tunnel user-defined-protocol 802.1x enable

#

interface GigabitEthernet0/0/48

 port link-type access

 port default vlan 20

 l2protocol-tunnel user-defined-protocol 802.1x enable

#

interface XGigabitEthernet0/0/1

#

interface XGigabitEthernet0/0/2

#

interface XGigabitEthernet0/0/3

#

interface XGigabitEthernet0/0/4

#

interface NULL0

#

user-interface con 0

 authentication-mode aaa

user-interface vty 0 4

user-interface vty 16 20

#                                         

dot1x-access-profile name dot1x_access_profile

#

mac-access-profile name mac_access_profile

#

return
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