TSG Block test for ask.com
Security policy applied 
· *ask-privacy.my.onetrust.com
· *parallax.askmediagroup.com
· *ask.com

Effective Device
· All IGW sites 

1. I have applied the following policy on all IGW to block access to ask.com
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2. And here is the Wireshark capture for it 

[image: ]

3. But the website is still accessible as seen in the picture below 
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4. And here we can see in the session record the traffic is passing through our devices 
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[ ssl.handshake.extensions_server_name contains "ask]

No. Time Source Destination Protocol  Length Info

‘ 2389 19:42:03.845275 10.10.10.231 199.232.82.114 TLSv1.3 581 Client Hello (SNI=ask.com)

! 2390 19:42:03.845421 10.10.10.231 199.232.82.114 TLSv1 613 Client Hello (SNI=ask.com)

i 2534 19:42:04.382933 10.10.10.231 151.101.2.114 TLSv1 571 Client Hello (SNI=www.ask.com)
3052 19:42:06.742442 10.10.10.231 151.101.2.114 TLSv1.3 649 Client Hello (SNI=www.ask.com)
7809 19:42:10.209398 10.10.10.231 151.101.2.114 TLSv1.3 600 Client Hello (SNI=parallax.askmediagroup.com)
9288 19:42:23.138143 10.10.10.231 199.232.82.114 TLSv1.3 772 Client Hello (SNI=ask.com)
9315 19:42:23.660288 10.10.10.231 151.101.2.114 TLSv1.3 776 Client Hello (SNI=www.ask.com)

10512 19:43:13.159206 10.10.10.231 151.101.2.114 TLSv1 776 Client Hello (SNI=www.ask.com)
10520 19:43:13.198258 10.10.10.231 199.232.82.114 TLSv1 571 Client Hello (SNI=ask.com)
10526 19:43:13.233903 10.10.10.231 151.101.2.114 TLSv1.3 649 Client Hello (SNI=www.ask.com)
11015 19:43:32.478606 10.10.10.231 199.232.82.114 TLSv1 571 Client Hello (SNI=ask.com)
11964 19:44:12.941962 10.10.10.231 199.232.82.114 TLSv1.3 613 Client Hello (SNI=ask.com)
11967 19:44:12.944165 10.10.10.231 151.101.2.114 TLSv1.3 808 Client Hello (SNI=www.ask.com)
13416 19:45:13.303037 10.10.10.231 151.101.2.114 TLSv1.3 840 Client Hello (SNI=www.ask.com)
13417 19:45:13.303701 10.10.10.231 199.232.82.114 TLSv1 804 Client Hello (SNI=ask.com)
13428 19:45:13.381536 10.10.10.231 199.232.82.114 TLSv1.3 645 Client Hello (SNI=ask.com)
22011 19:50:19.544498 10.10.10.231 151.101.2.114 TLSv1 776 Client Hello (SNI=www.ask.com)
22042 19:50:19.670987 10.10.10.231 199.232.82.114 TLSv1.3 772 Client Hello (SNI=ask.com)
23091 19:50:38.823709 10.10.10.231 151.101.2.114 TLSv1.3 617 Client Hello (SNI=www.ask.com)
24148 19:51:19.276384 10.10.10.231 199.232.82.114 TLSv1.3 836 Client Hello (SNI=ask.com)
24149 19:51:19.277048 10.10.10.231 151.101.2.114 TLSv1 872 Client Hello (SNI=www.ask.com)
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